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SOCIAL SECURITY

Office of the General Counsel
Office of General Law

AEMORANDUM
Drate June 11, 2007 Eefer To SOBB
to: Leah Ann McCormick

From

Subject:

ATTORNEY WORK-PRODUCT PREPARED N ANTICIPATION OF LITIGATION ANIDVOR CONTAINS CONFIDENTIAL INFORMATION SUBJECT TO
THE ATTORNEYCLIENT PRIVILEGE. DO NOT RELEASE WITHOUT DISCUSSING WITH THE AUTHOR. THIS DOCUMENT MAY ALSO BE SUBRICT
IO CLAIMS OF PRIVILEGE IF COVERED BY A DISCOVERY OR FREEDOM OF INFORMATION ACT. 3 U.5.C. § 552, REQUEST. IN SUCH BNSTANCES,

Data Exchange Coordinator
K.ansas City Regional Office

i fagee
ichael nga lagher

Associate General Counsel
for General Law

Request for Final Approval on a Computer Matching Agreement Between the Social
Security Administration and the Nebraska City of Lincoln, Lincoln-Lancaster County
Health Department (SVES 1V)(603740)--REPLY

Pursuant to the Commissioner’s revised directive of July 20, 2006, we have reviewed the
subject agreement, The agreement is legally and procedurally sufficient. Accordingly, by
this memorandum, we clear the same.

If you have any questions, please contact either Dawn Wiggins or Mary Zimmerman of my
staff. Ms. Wiggins may be reached at (410} 966-6580. Ms. Zimmerman may be reached al
(410} 966-4193.

Attachment

00 NOT RELEASE WITHOUT DISCUSSING WITH LITIGATION COUNSEL GR THE AUTHOR OF THIS DOCUMENT

SOCIAL SECURITY ADMINISTRATION  BALTIMORE MD 21235-0601
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SOCIAL SECURITY

Ovffice of the General Counssl

MEMORANDUM
baie: June 7, 2007 Refer To: S9H

o Leah Ann McCormick
State Data Exchange Coordinator
Kansas City Regional Office

Willie §. Polk

Privacy Act Officer

Deputy Executive Director
for Public Disclosure

Subject  Approval Computer Matching/Data Exchange Agreement — State of Nebraska, City of Lincoln.
Lincoln-Lancaster County Health Department

You have asked us to review and approve the subject agreement between the Social Security
Administration and the State of Nebraska. City of Lincoln, Lincoln-Lancaster County Health
Department.

In my role as Privacy Act Officer, [ certify that the above-referenced computer matching
agreement/data exchange agreement relating to the disclosure of information and the program(s;
for which the disclosed information will be used complies with the provisions of the Privacy Act,

section 1106 of the Social Security Act, and the implementing regulations at 20 C.F.R. Part 401.

If there are any questions, please contact Joan Peddicord at 410-966-6491.

SOCIAL SECURITY ADMINISTRATION BALTIMORE MD 21235-0001
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AGREEMENT BETWEEN
THE SOCIAL SECURITY ADMINISTRATION
AND THE STATE OF NEBRASKA,
LINCOLN: LINCOLN-LANCASTER COUNTY HEALTH DEPARTMENT
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Purpose. Parties and Relationships, and Definitions

a
W

Purpose (5 US.CL ¢ S52a(o (1 HAD

1.

1.

The purpose of this agreement 13 to:
&

Establish terms, conditions and safeguards under which the Social
Security Administration (SSA) agrees to disclose information relating to
the eligibility for, and payment of, Social Security benefits and/or
Supplemental Security Income (8S1) and Special Veterans Benefits (SVB)
to the City of Lincoln: Lincoin-Lancaster County Health Department,
hereinafter referred to as the City/County Agency. T he SSA data files will
be used to verifying the income and eligibility factors for State-
administered programs authotized by the routine use exception(s) to the
Privacy Act, 5 U.S.C. § 552a(b)(3) (see Article 11.C.) and verifying Social
Security numbers (SSNs) of applicants for, and recipients of, benefits
under such programs, and

Define the safeguards against unauthorized use and redisclosure of such
information by the City/County Agency.

These program(s) (see Article 11.D.) are federal or federally funded programi(s)
not authorized by sections 453 and 1137 of the Social Security Act (Act), or
are not federal or federally-funded benefit program(s) but have been deemed
compatible with SSA programs under SSA’s regulations.

SSA may disclose information to other governmental agencies for purposes of
administering programs that are compatible with the purposes for which S84
collected the information (e.g. for administering income-maintenance programs
similar to TANF or health-maintenance programs like Medicaid). Such
disclosures are made under the “routine use” exception fo the Privacy Act.

This disclosure of information will ensure that the City/County Agency
program(s) listed in Article 11.D. has accurate information upon which to base
tts entitlement decisions.

This computer matching agreement is executed under the Privacy Act of 1974,
3 1.5.C. § 532a, as amended by the Computer Matching and Prnivacy
Protection Act of 1988 (CMPPA), as amended, and the regulations and
guidance promulgated thereunder. While certain programs in Article 111D may

not constifite a matching program as defined by the Privacy Act, 5US.C ¢
552a(a)8), the agencies agree to follow the applicable requirements of the

CMPPA and other relevant provisions of the Privacy Act, 5 U.S.C § 552a

Under the provisions of this agreement, a City/County Agency program 15
Hinited to the Data Systemis) shown for that agency in Article 1LD.



Agreement Parties and Relationships

The S5A component responsible for this matching agreement 1s the Office of Income
secunty Programs. The City/County Agency component responsible for this
matching agreement is the City of Lincoln: Lincoln-Lancaster County Health
Department. This agreement constitutes the entire agreement of the parties with
respect to its subject matter. There have been no representations, warranties or
promises made outside of this agreement. This agreement will take precedence over
any other documents that may be in conflict with it.

Prefinitions

bl

A

“Contractor/Agent” means a third-party entity in a contractual or similar
relationship with the City/County Agency to act on the Agency’s behalf to
administer, or assist in admanistering, an income-maintenance or health-
mainienance program described m this agreement.

“Cost-benefit information” means the factors used to measure the effectiveness
of the match. The Computer Matching and Privacy Protection Act (CMPPA)
of 1988, Pub. L. 100-503, requires a cost-benefit analysis as part of an agency
decision to conduct or participate in a matching program.

“DIB” means the Data Integrity Board.

"EVS" means the Enumeration Verification Systern.

“FISMA” means the Federal Information Security Management Act
(hitp://csre.nist. gov/sec-cert/).

“FTMS™ means the SSA File Transfer Management System.

“Health-Maintenance Program™ (if appropriate} means a noncommercial
program designed to provide an individual with heaith care (both preventive
and treatment} or to subsidize the cost of such care (¢.g., Medicare, Medicaid).
Note: A commercial insurance company, acting as a contractor/agent of the
City/County Agency, may administer such a program for a City/Countvor local
auECncY,

“Income-Maintenance Program” (if appropriate) means a noncommercial
program designed 1o provide an individual with basic necessities of life {e.g..
food, clothing, shelter, vtilities) or to supplement the individual's income 10
permit the purchase of such necessities {e.g.. subsidized housing, Food Stamp,
Temporary Assistance for Needy Families (TANF), general assistance, Title
XX services, energy assistance, State supplementation).
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MEF” means the Master Earnings File, also known as the Eamings Recording
and Self-Employment Income System.

“MBR” means the Master Beneficiary Record.

“MULTX™ means the relationship between multiple SSNs associated with an
individual.

“NUMIDENT” means a subsystem of the Master Files of SSN Holders and
SSN Applications.

“OMB”™ means the Office of Management and Budget.

“PII" means Personally Identifiable Information. PI is the information
obtained from SSA that can be used, alone or in conjunction with any other
information. to identify a specific individual. Pl includes any information that
can be used to search for or identify individuals, or can be used to access their
files. Examples of PII may include: name, SSN, Social Security benefit data,
date of birth, official State or government issued driver's license or
identification number.

“PUPS’ means the Prisoner Update Processing System.

“Quarters of Coverage” means guarters of coverage as assigned and described
under Title Il of the Act. The term "quarters of coverage” 15 also referred to as
“credits” in various SSA public information documents. The term "Social
Sccurity credits” may be used interchangeably as well. Quarters of coverage
as used in this agreement may also refer to "qualifying quarters” which would
entitle individuals to receive Food Stamps.

“SSA” means the Social Security Admunistration.

“SST™ means the Supplemental Security Income program established under
Title XV1 of the Social Security Act.

“SSN” means Social Secunity number.

“SSR/SVB™ means the Supplemental Security Income Record and Special
YVeterans Benefits,

“City/County Adminstered Program™ means any means-tested public benetits
program of a Citv/County or poiitical subdivision of & Citv/County under
which the City/County or polincal subdivision specifies the standards for
eligibiiity.
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22 “City/County Agency” means the agency defined in Article LA, above, City of
[incein: Linceln-Lancaster County Health Department, including any
applicable county. local. or other office thereof, regardless of whether the
employees of the agency are State, county, or local government employees.

i~
e

“State Transmission/Transfer Component” or “STC” (Also known as
“Compuier Data Center”} , if applicable based on Article HI, means an entity
that, under a separate agreement with SSA. has agreed to transfer data files
between SSA and the State Agency identified in Article LA,

24, “SVB" means the Special Veterans Benefits established under Title VII1 of the
Act. Under this program. certain World War 1] veterans who were eligibie for
benefits under Title XVI when Title VI was enacted on December 14, 1999,
may be entitied to receive a special benefit for each month they subsequently
reside outside the United States after April 2000.

25 “SVES” means the State Verification and Exchange System.

Legal Authonty (3 US.C. ¢ 552a(o}(1HAN

This agreement sets forth the responsibilities of SSA and the State Agency with respect 1o
information obtained pursuant to the agreement which is permitted by the Privacy Act of
1974, as amended and SSA’s Privacy Act Regulations (20 C.F.R. § 401.150). The
agreement takes into account SSA's responsibilities under section 1106 of the Act (42
U.5.C. § 1306) (see Attachment A).

A

Compatible Programs and Data Disclosure

This matching program is also authorized for the programs listed in Article ILD. by
the routine use exception to the Privacy Act, 5 U.S.C. § 552a(b)(3). The Privacy Act
permits SSA to authorize the disclosure of records for a “routine use” if the use of
such records is compatible with the purpose for which the record was collected (5
L.S.C. 8 552ala)(7)). SSA has deemed certain other Federal and City/County
programs compatible to SSA pregrams, similar to the nature of the programs sat
forth in section 1137 of the Act. SSA has zalso determined that the disclosure of
records to certain agents acting on behalf of a Federal or City/County Agency that
are assisting or administering a program compatible with SSA programs is
permissible. SSA has determined that these other City/County programs currently
meet the requirements for compatibility (20 C.F.R. § 401.150) in that the purposes
for which the information will be disclesed are consistent with the purposes for
which SSA originally collected the information {i.e., the information will be used in
other programs that have the same purposes as S5A programs; the information
concerns eligibility, benefit amounts, or other matters of benefit status in a Sowal
Security program, and the information is relevant to determining the same matters in
the other program).



B, Prisoner and Death Daia

SSA may, under this agreement and to the extent permitted by law, disclose prisoner
and death data to the City/County Agency for the administration of certain benefit
programs. The authority for the disclosure of prisoner data 1s contained in section
202003 U BY(v) of the Act (42 U.S.C. ¢ 402 H3HBYIv)).

Section 205(r){3) of the Act (42 U.S.C. § 405(r)3)) is the authonity for the disclosure
of death data. Under the Intelligence Reform and Terrorism Prevention Act of 2004,
Pub. L. 108-458, § 7213(a)(2), SSA provides death indicators for restricted State
death data.

. Quarters of Coverage Data

The quarters of coverage aspect is authorized by sections 402, 412, 421 and 435 of
Pub. L. 104-193 (R U.S.C. §§ 1612, 1622, 1631, 1645). For purposes of
implementation, which involves the significance of Social Security quarters of
coverage o the eligibility of certain aliens for certain defined Federal and State
public benefits, SSA may under this agreement disclose to the City/County Agency.
to the extent permitted by law, quarters of coverage and equivalent information.

D, City of Linceln: Lincoln-Lancaster County Health Department Progranys)
Covered under this Agreement*

Programs authorized by the routine use exception to the Privacy Act, 5 U.S.C. §
552a(b)3) to recei in data:

Indigent Health - eeds-based health care program

Care tor Lancaster County residents in
need of miedical care who do not
gualify for other governmental
health care benefits,

*Anv changes must be reported 1o S8 A as they aceur.
HI. Transter of Data (prior to printing, place an “X” in the appropriate box)

Data will be transrmtted directly between SSA and (Name of State Agency) by
(indicate ¥'TMS or identify the method of dara fransmission), 2 secure mechamsm
approved by SSA.

The (Name of State Agency) will not transfer or disclose this data to any other
agency or entity (e.g. Citv/Countycontractor} by any means without amending this
agrecment O entering o a new agreement which would allow for the data transfer.

"X Data wili be transmitted direethy between SSA and the State of Nebraska,
Department of Health and Human Services (DHHES) by the DHHS mainframe, a
secure mechanism approved by SS5A. The DHHS, as a State Transmission/Transfer



Component {STC), will serve as the conduit between SSA and the City of Lincoln:
Lincoln-Lancaster County Health Department. The STC has a separate
agreement with SSA defiming what data SSA wili disclose and the terms under which
SSA will provide such data,

The City of Lincoln: Lincoln-Lancaster County Health Department will not
transter or disclose this data to any other agency or entity {e.g.
City/Countycontractor) by any means without amending this agreement or entenng
into a new or amended agreement which would allow for the data transfer.

IV, Justification and Anticipated Results (5 U.S.C. § 352a(o)(1 XBY)
A Justification

1. The City/County Agency program(s) listed in Article ILD. may use
information relating to eligibility for and amount of Social Security benefits
and/or SS1 and SVRB benefits, quarters of coverage or prisoner information
under the Act, for administration of the specific City/County programs covered
by this agreement.

;J

The use of computer technology to transfer data from SSA to the City/County
Agency is more efficient and quicker than the use of manual processes.

B, Anticipated Results (prior to printing, place an “X” in the apprepriate box)

X  Cost-Benefit Analysis/Quid Pro Quo - The City/County Agency expects
program savings of $156,000 over the period of this agreement at a cost of
$15,000 by performing this matching program. SSA does not expect any direct
program savings to result from this matching program, but based on cost-
benefit analysis. estimates SSA net administrative savings of approximately
$21.8 million for all the SDX/BENDEX/SVES data exchanges through
increased efficiencies in coordinating the administration of mutually dependent
Federal and City/Countyprograms. In such fashion, the matching program is
expected generally to benefit federally-funded programs that are
Criy/Countyadministered, {See Article XVIL)

Reimbursement — SSA does not expect any direct program savings to resuli
from this matching program and will be reimbursed for the costs related to this
match program. {See Article XVII)
V. Svstems Operations

These matches are initiated in the following ways:

A, The SVES aspect of this matching program is operated by the City/County Agency
penodically sending to SSA a file of applicants for, or recipients of, benefits under
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certain Ciny/County-administered programs (see Asticle 1112 for whom Social
Security, 551 and SVB benefit information and/or SSN verification is required.

B, The guarters of coverage aspect of this matching program s operated by the
City/County Agency periodically sending to SSA a file of applicants for, or
recipients of, benefits under certain City/County-administered programs (see Article
11.D.y and. where permitted by applicable law. the parents or spouses of such
applicants when requesting quarters of coverage or equivalent information necessary
for the implementation of the above-referenced sections of Pub. L. 104-193.

C. The prisoner aspect of this matching program is operated by the City/County Agency
periedically sending to SSA a file of applicants for, or recipients of, benefits under
certain City/County-administered programs (see Article ILD.) for the City/County
Agency to verify and otherwise ensure that benefits are not 1ssued to individuals who
are not entitled io receive such benefits,

VI Description of the Records to be Matched (5 U.S.C. § 352a{o) 1){(Ch
Al Systems of Records

i, SS5A's systems of records used for purposes of this agreement may be the
SSR/SVB, MBR, Master Files of SSN Holders and SSN Applications
(subsystems referred to as the EVS, the ALPHIDENT, or the NUMIDENT).
and PUPS. MULTX, a function of EVS that associates muitiple SSNs that are
related to the appiicant’s carnings file, may also be used.

-

2. For each aspect of this matching program, the following are the SSA systems

of records that may be accessed:

i SVES — SSR/SVB, SSA/ODSSIS (60-0103); MBR, SSA/ORSIS {60-
0090): Master Files of SSN Holders and SSN Applications,
SSA/OEEAS (60-0058);

b, Quarters of Coverage Query — Farnings Recording and Self-Employment
Income System, SSA/OEEAS (60-0039) and the Master Files of S8N
Holders and SSN Applications, SSA/OEEAS (60-0058);

c. Prisoner Query ~ PUPS, SSA/QEEAS (60-0269),

o

S5A and the City/Countv Agency will exchange information through FTMS or
a mutually acceptable security mechanism.

B, Specified Data Elements for Data Systems (see data elements at Attachment B)

1. SVES - The City/County Agency will provide SSA with name, SSN. and date
of birth for those individuals about whom information is requested.
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Quarters of Coverage Query — The City/County Agency will provide SSA with
name, SSN, and date of birth for those individuals about whom information is
requested,

Prisoner Query ~ The Citv/County Agency will provide SSA with name, SSN.
and date of birth for those individuals about whom information is requested.

Number of Records Involved

SVES — The City/County Agency will furnish to SSA daily files containing
identifying information ot applicants for, or recipients of, benefits under
City/County-administered programs. The City/County Agency will be
requesting approximately 680 records each month from SSA.

Quarters of Coverage Query — The City/County Agency will furnish to S84
N/A files containing 1dentifying information of applicants for, or recipients of,
benefits under City/County-administered programs. The City/County Agency
will be requesting approximately N/A records each month from SSA.

Prisoner Query — The City/County Agency will furnish wo SSA N/A files
containing wdentifying information of apphicants for, or recipients of, benehits
under City/County-administered programs. The City/County Agency will be
reqguesting approximately N/A records each month from SSA.

If the City/County Agency anticipates an unprecedented increase to the number of
records shown above, the City/County Agency agrees to contact the SSA Systems
contact {see Article XVIILA.) prior to mitiating that month’s match{es).

Vil Duration and Modification of the Agreement

A,

o

Duaration

This agreement can only be effectuated and will only be available for use the

tater of:

a. July 1, 2007 OR

b. 40 days after submission of matching notices on this program to Congress
and OMB, or 30 days after publication of the computer matching notice
for this matching program in the Federal Register, or upon signature of the
agreement by both parties to the agreement.

This agreement requires signoff by both agencies and will be effective upon
the date of the SSA Regional Commissioner’s signature. This agreement will
be 1n effect for 18 months, but not beyond December 31, 2009, 1f at the end of
18 months. December 21, 2009, is in the future, this agreement may bhe
extended.
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The exiension may be for up to 12 months, but not beyond December 31, 2000,
In the extension, SSA’s Data Integrity Board {DiB), and the City/County
Agency will certify, within 3 months prior to the expiration of the
agreement, pursuant to 5 U.S.C. § 552a(o)(2)(D) that:
a. The matching program will be conducted without change: and
b. The matching program has been conducted in compliance with the
original agreement.

3. The provisions of this agreement may net extend beyond December 31, 2009
4. If either agency does not wish to renew this agreement, it will notify the other

of its intention not to renew at least 90 days before the end of the then current
pertod.

LA

Either party may unilaterally terminate the agreement upon written notice o

the other party, in which case the termination will be effective 90 days after the

date of the notice, or at a later date specified in the notice. The agreement may
be terminated at any time by the mutual written consent of both parties.

However, SSA may make an imynediate, unitateral suspension of the data flow

and/or termination of this agreement if SSA:

a. Has determined that there has been an unauthorized use or disclosure of
information by the City/County Agency and/or their contractors/agents:
or

b. Has determined that there has been a violation of or failure to follow the

terms of this agreement; or

Has reason to believe that the City/County Agency and/or their

contractors/agents breached the terms for security of data until such time

as SSA makes a definite determination of a breach; or

d. In retmbursement situations (see Article XVIL.), has not received
payment in accordance with the parties’ reimbursable agreement.

[$]

6. This agreement does not authorize SSA to incur obligations through the
performance of the services described herein. Since SSA’s performance under
this agreement spans multiple fiscal vears, S8A’s ability to perform work for
each fiscal vear is subject to the availability of funds.

B Modificaiion

This agreement may be modified at any time by an amendment or new agreement
which satisties both parties.

VIiE  Procedures for Notice (3 U.S.C. § 352afo)(1 D))

A Apphicanis
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Both the City/County Agency and SSA agree to nottfy ail individuals who apply for
benefits for their respective programs that any information provided by ther is
subject to verification throngh matching programs. The Citv/County Agency's
notice consists of the client’s signature on a Request for Release for Information.
$SA's notice consists of appropriate language printed on its application forms or &
separate handout with appropriate language when necessary.

Reneficiaries/ Annuitants

Both the City/County Agency and SSA will provide subsequent notices to their
respective retirees, annuitants. beneficiaries, and/or recipients. The City/County
Agency's niotice consists of the client’s signature on a Request for Release for
information, SSA's notice consists of a notice of this matching program in the
Federal Register and periodic mailings to all beneficiaries and recipients describing
SSA’s matching activities.

IX. Verification and Opportunity to Contest Match Data
(5 U.S.C.¢ 552alo)(1XE) and 5 U.S.C. § 552a(p))

A

Verfication

Based on the determination of SSA's DIB pursuant to its approval of this agreement.
unless contradictory OMB final guidelines are issued, the City/County Agency may
consider all SSA information disclosed under this agreement as verified, as provided
in 5 U.S.C. 8§ 552a(p)} 1 AXii). Thus, the DIB has determined that the informanon
is limited to identification and amount of benefits paid by SSA under a Federal
benefit program and there is a high degree of confidence in the accuracy of the data
(see Article XIV. below). The City/County Agency may use the above-specitied
data without independent verification in their administration of the program(s) listed
in Article 11D

Prisoner and death data, however. do not have this high degree of accuracy: and
before any adverse action can be taken against any individual. this data must be
independently vertfied.

Opportunity to Contest

The Citv/County Agency agrees that there can be no termination, SUSpension.
reduction. final denial, or other adverse action taken against an individual based on
this computer match with SSA until there is an opportunity to contest the match
information such that:

1. Notice is provided, by the City/County Agency to the affected individual,
which informs that individual of the match findings and the opportunity 1
contest these findings.
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The affected individual is given until the expiration of any time period
established for the relevant benefit program by a statute or regulation for the
individua! to respend to the notice. If no such time period is established by a
statute or regulation for the program, a 30-day period will be provided. The
time period begins on the date on which notice 13 mailed or otherwise provided
to the individual to respond.

Lad

The notice clearly City/Countys that, unless the individual responds to the
notice in the required time period, the City/County Agency will conclude that
the match data provided by SSA is correct and will make the necessary
adjustment to the individual's pavment.

X Procedures for Retention and Timely Destruction of Identifiable Records
(5 UL.S.C. § 552a(0)(1XF))

A, City/County Agency

The City/County Agency and programs iisted in Article ILD. will retain all
identifiable records received from SSA only for the period of time required for any
processing related to the matching program and will then destroy the records.

As part of the matching program, the City/County Agency can be used the
information provided by SSA to update its master files, which will be permanentiy
retained under cognizable authority governing the City/County Agency's retention of
records. Any other identifiable records must be destroyed unless the information has
to be retained in individual file in order to meet evidentiary requirements. In the
latter instance, the City/County Agency will retire identifiable records in accordance
with the Nebraska State Retention Schedules.

B. SSA
SSA will delete elecironic data input files received from the City/County Agency
when the match has been completed. SSA will retire identifiable records In

accordance with the Federal Records Retention Schedule (44 U.S.C. § 3303a).

C.  Neither SSA nor the Citv/County Agency will create a separate file or system
concerning only individuals whose records are used in this matching program.

Xt Procedures for Security (5 U.S.C. § 552alo)}{(1HG))

A, At a minimum, SSA will safeguard the City/County Agency’s information and the
Citv/County Agency will safeguard SSA's information as follows:

I, Access to the records matched and to any records created by the match will be
restricted to only those authorized employees and officials who need 1t to
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perform their official duties in connection with the uses of the information
authorized m this agreement.

o

The records maiched and any records created by the mateh will be stored i an
area that is physically safe from access by unauthorized persons during duty
hours, as well as non-duty hours, or when not in use.

L

The records matched and any records created by the match will be processed
under the immediate supervision and control of authorized personnel in a
manner which will protect the confidentiality of the records, and in such a way
that unauthorized persons cannot retrieve any such records by means of
computer, remote terminal, or other means.

4. All personnel who will have access to the recards matched and to any records
created by the match will be advised of the confidential nature of the
information, the safeguards required to protect the information, and the civil
and criminal sanctions for noncompliance contained i applicable Federal
laws.

5. The equipment, files and/or documents will be transported under appropriate
safeguards.

SSA's Office of Systems Security Operations Management has prepared written
guidelines entitled, "Information System Security Guidelines for Federal, State and
Local Agencies Receiving Electronic Information from the Social Security
Administration.” These guidelines (see Attachment C) provide instructions and an
explanation of SSA's security requirements. Additional copies are available upon
request. By signing this agreement, the City/County Agency agrees to comply with
SS8A’s security guidelines.

Both SSA and City/County Agency agree to comply with the requirements of the
Federal Information Security Management Act (FISMA) (Pub. L. 107-347, Title 111
section 301) and OMB M-06-16 as it applies to the electronic storage, transport of
Personally Identifiable Information (PII) records between agencies, and the internal
processing of records received by either Agency under terms of this agreement. 554
reserves the right to conduct onsite inspections to monitor compliance with FISMA
and OMR M-06-16 regulations during the lifetime of this agreement.

Both SSA and City/County Agency agree to inform personnel including
contractors/agents of the information security risks associated with thetr activities
and their responsibilities in complving with organizational policies and procedures
designed 1o reduce these risks.

SSA recognizes States already are subject to IRS safeguard reviews which require
States to meet a high degree of compliance; and as a result, SSA's future review



activity will complement, rather than duplicate, IRS security requirements and
review activity,

Xii.  Safeguarding and Reporting Responsibilities for Personally identifiable information (PI)

A Ciy/County Agency

=

tpd

f1.

~1

The City/County Agency will ensure that its employees and contractors/agents
properly safeguard PIT furnished by SSA under this agreement from loss, theft or
inadvertent disclosure.

The City/County Agency will ensure that its employees and contractors/agents
understand that they are responsible for safeguarding this information at all tumes,
regardiess of whether or not the City/County employee or the contractor/agent 1s
at his or her regular duty station.

The City/County Agency will ensure that laptops and other electronic
devices/media containing P11 and used by its emplovee and its contractors/agents
are encrypted and/or password protected.

The City/County Agency will ensure that when it and/or its contractors/agents are
sending emai! containing PI¥, its employees and/or contractors/agents do so only
from and to addresses that are secure or that they have encrypted the email.

The City/County Agency will ensure that its employees and its contractors/agents
working under this agreement adhere to the procedures listed in this agreement.

The City/County Agency will ensure that its employees or contractors/agents limit
disclosure of the information and details relating to a P loss only to those with 2
need to know.

The City/County Agency will establish procedures to ensure thar when a
City/County Agency employee or contractor/agent becomes aware of the pessibie
or suspected loss of P11, the City/County Agency Systems Security ssnes contact
or equivalent is immediately notified of the incident. The City/County Agency
will then notify the SSA Regional Office contact (see Article XVIILA) If within
1 hour the City/County Agency has been unable to speak with the SSA Regional
Office contact or if for some other reason, e.g., it is outside of the Regional
Office’s normal business hours, the City/County Agency will call SSA’s Network
Customer Service Center (NCSC) at 410-965-7777 or toll free at 1-885-772-6111.

When reporting the loss or suspected loss of P11, the report should mnclude the

following specific information:

a.  Contact and component informaton.
A description of the loss or suspected loss (e.g.. nature of loss, scope.
number of files or records and type of equipment or media} including the
approximate time and location of the loss,



¢.  How was the data physicaily stored, packaged and/or contained (€.5..
password protected, encrypied, locked briefcase, redacted personal
information. eic.)?

d.  Which 8SA and/or City/County components and/or City/County
contractor/agents have been involved?

¢, Have any individuals or external organizations (e.g.. other agencies, law
enfarcement or the press) been contacted or contacted you?

f.  Have any other repotts (e.c.. local police, SSA reports and/or City/County
reporis) been filed?

g.  Any other pertinent information.

The City/County Agency will provide updates as they become available to the

SSA Systems Security Issues contact, as applicable. The City/County Agency

will provide complete and accurate mnformation about the details of the possible

PII loss to assist the SSA Svstems Security Issues contact. The City/County

Agency and/or contracior/agent will use the worksheet (see Attachment D) to

quickly gather and organize information about the incident.

B.  S5A

SSA will assume responsibility for making the contact within SSA so that a
formal report is filed in accordance with SSA procedures.

SSA will notify the Department of Homeland Security’s United States Computer
Emergency Readiness Team if loss or potential oss of personally identifizble
information related to a data exchange covered under this agreement oceurs.

X1l Procedures for Records {isage, Duplication, and Redisciosure Restrictions
(5 U.S.C. §552a(o)( 1)) and 5 U.S.C. § 552a(o) 1)(IN

A. The City/County Agency agrees to the following limitations on the use,
duplication, and redisclosure of information provided by S5A:

1,

The Citv/County Agency will restrict access to the information obtained from
SSA to only those authorized Citv/County emplovees and contractors/agents
under contract with the Citv/County Agency who need it to perform their
official duties in connection with the intended uses of the information
authorized in this agreement. At SSA’s request, the City/County Agency will
obtain from 1ts contractor/agent a current list of the contractor’s/agent’s
emplovees who have access to SSA information under the terms of this
agreement.

Except as necessary for the operation of this matching program, as provided in
this agreement. files provided by SSA will not be duplicated oy disseminated
within or outstde the City/County Agency without the prior written approval of
SSA. SSA will not grant such authority uniess the redisclosure is required by
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law or 15 essential to the matching program. In such instances, the City/County
Agency must specify in writing what records are being disclosed, to whom,
and the reasons that justify such redisclosure.

Except as necessary for the operation of this match, as provided for in this
agreement, City/County Agency contractors/agents and their employees who
are authorized access to the information provided under this agreement will not
duplicate, disseminate or disclose the SSA files provided to them by the
City/County Agency unless the City/County Agency has obtained S8A’s prior
written approval for redisclosure.

The City/County Agency will undertake in tts contractual relationship with
cach contractor/agent to obtain the contractor’s written agreement that the
contractor/agent will abide by all relevant Federal laws and access, disclosure
and use restrictions, and security requirements in this agreement. The
City/County Agency will provide the contractor/agent with a copy of this
agreement and the related attachments before the initial disclosure of data to
the confractor/agent.

Prior to signing this agreement the City/County Agency agrees to provide to

SSA’s Regional Office contact(s) (see Article XVIILA ) written

communication on City/County Agency letterhead:

a.  that the City/County Agency is not using contractors/agents. or

b.  acurrent list of contractors/agents whao, as of the effective date of this
agreement, will have access to the information the City/County Agency
obtains through this agreement. The Hst will contain: name and address
of contracting firm, description of the work that s performed with the
information and the location of where work is performed with the
information. The Citv/County Agency further agrees to certify, in this
same manner, to SSA that these contractors/agents are currently under
contract with the City/County Agency and are acting on behalf of the
Citv/Caunty Agency to administer or assist in adnunistering the programs
fisted in Article 11D,

For the duration of this agreement and within 60 days of an occurrence, the
City/County Agency agrees o provide to SSA Regional Office contact (see
Article XVIILA.) written communication on City/County Agency letterhead
whenever a new contractor/agent will have access to information under this
agreement, OT an existing contractor/agent will no longer have access to the
information under this agreement.

Prior to the renewal of this agreement, the Citv/County Agency agrees to
provide to SSA Regional Office contact(s) (see Articie XVIIL A} written
communication on City/County Agency letterhead certification that all
contractors/agents administering or assisfing in admmistering the programs
listed in Article IL.D are in compliance with this agreement.
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XV,

G,

City/County Agency employees and contractors/agents under contract with the
City/County Agency who access, disclose o7 use the information obtained
pursuant to this agreement in a manner or for a purpose not authorized by the
agreement may be subject to civil and critminal sanctions contained in
applicable federal statutes,

SSA files provided to the City/County Agency remain the property of S8A and
will be handled as provided in Article X.A., once matching activity under this
agreement 1s complete.

B.  SSA agrees to the following limitations on the use, duplication, and redisclosure of
the identifving files and information provided by the City/County Agency (see
Article VB

i,

g

fad

The files provided by the City/County Agency will be used and accessed only
for the purposes specified in this agreement.

The files provided by the City/County Agency will not be used to extract
information concerning the individuals therein for any purpose not specified in
this agreement.

The files provided by the City/County Agency will not be duplicated or
disseminated within or outside SSA without the written permission of the
City/County Agency.

The files provided by the City/County Agency remain the property of the
City/County Agency and will be handled as provided in Article X.B.. once
matching activity under this agreement is completed.

¢, Both SSA and the City/County Agency will adopt policies and procedures to ensure
that information contained in their respective records and obtained from each other
will he used solely as provided in this agreement, including adherence to the termns
of section 1106 of the Social Security Act (42 U.S.C. § 1306). and the regulations
sromulgated thereunder.

Accuracy Assessments

Previous matches with the same files indicate that the City/County Agency's records are
499, accurate hased on based on the information contained in the system at the time
the records were created and that SSA’s benefit records are more than 99% accurate
when thev are created. The prisoner and death records, some of which are not verified by
SSA, do not have this high degree of accuracy.

Access by the Comptroller General {5 U.S.C. § 552a{o)(1KK)}



The Government Accountability Office (Comptroller General) may have access to
City/Connty Agency and SSA records that the Comptroller General deems necessary in
order 1o monitor or verify compliance with this agreement.

XV Additional Functions to be Performed under this Agreement

A,

lad

The Citv/County Agency agrees:

To use the SVES system to obtain Social Security, SSI, and SVEB payment
information on the applicants/recipients of the programs identified m Articie
1., The City/County Agency also agrees that it will use SVES fo obtain
quarters of coverage and prisoner information pertaining to only those persons
for which use is authorized by applicable law pursuant to 5 U.S.C. §
§52a(b)(3) and 20 C.F.R. § 401.150 , as specified in this agreement. Use and
disclosure of this information for other purposes are subject to the restrictions
described in this agreement.

To provide information obtained in the quarters of coverage query, as
necessary, to State and local government agencies within the State which will
make quarters of coverage determinations under Pub. L. 104-193.

To provide SSA with the necessary identifyving information concerning those
individuals about whom information is requested from SVES. (Specific
requirements for the request are discussed in the SVES manual.)

To submit SSNs for verification through SVES in the format specified by S5A.
If SSA notifies the City/County Agency that the SSN and identifying
information do not match, the client should be asked about other names usad
and then the City/County Agency should resubmit the verification request a
second time through SVES. The City/County Agency may refer the client o
the SSA field office for a replacement Social Security card, if necessary.

To provide Cost-Benefit Information (prior 1o printing, place an “X 7 in the
appropriate box)

% Cost-Benefit Analysis - To provide cost-benefit information (e.g..
processing costs and program savings) for each program listed in Articie
H.D. SSA will use this information to justify the efficiencies in the
administration of mutually dependent Federal and State programs.

___J Reimbursement - To provide cost-benefit information (e.g.. processing
costs and program savings) for the program(s) listed in Article ILC. The
CMPPA requires that a cost-benefit anaiysis be part of an agency
decision to conduct a matching program, except in rare CIrCUmstances.
As such, the State Agency has prepared and will provide SSA with a
copy of the cosi-benefit analysis for the program(s) Hsted in Arucle [L.C
consistent with the CMPPA reguirements. See GAO/PEMD &7-2,
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November 1986, SSA will sign the agreement only after the State
Agency produces a complete and acceptable cost-benefit analysis for this
program(s).

B. S8 A agrees:

1. To initially verify the SSNs submitted and to process only verified SSNs in the
conduct of the matching program.

f‘.}

To the extent permitted by applicable law, to furnish to the City/County
Agency files containing the necessary information for identified individuals via
SVES. The files provided by SSA wiil adhere to the characteristics and data
format requirements shown in Attachment B.

Lad

To the exient permitted by applicable law, to disciose to the City/County
Agency, via SVES, based on its request, Social Security benefit payment
information contained in SSA's records regarding those individuals whom the
City/County Agency identifies.

4. To the extent permitted by applicable law, to disclose to the City/County
Agency, via SVES, payment information contained in SSA's records
concerning applicants/recipients of Social Security, SSI and SVB pavments.
The files provided by SSA will adhere io the characteristics and information
format requirements shown in Attachment B.

s

To the exient permitted by applicable law, to disclose to the City/County
Agency, via SVES, whether or not the identifying information and SSN
furnished agree with SSA records and, if not, what element of information
(name. date of birth, or sex code) does not agree. Any multiple SSNs atso will
he furnished to the City/County Agency.

XV Rewmbursement ¢prior to printing, place an “X7 in the appropriate box}

SSA must be compensated for the work 1t does for others so that the Social Security Trust
Funds do not bear the costs of such activities. Section 1106 of the Social Security Act
authorizes SSA 1o charge full costs for providing information for any purpose not directly
related to the administration of the Social Security program to which the information
relates, notwithstanding the FOIA, the Privacy Act, or any other provision of the law.

X Quid Pro Quo - The information exchange defined in this agreement
is considered to be program related and any expenses involved are dispersed
proportionately and considered to be a quid pro quo arrangement.

SSA estimates it will incur approximately $2.3 million in administrative costs 1o
perform matching operations under this national program. This includes expenses
for systems’ programming and ongoing transaction costs. However, 85A will accrue
savings estimated at $24,1 million because manual processes in field offices will be
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supplanted by automated interfaces. This equates to a 10.5:1 benefit-to-cost ratio
for SSA. The State Agencies will also accrue sizable program savings estimated to
be about 53.8 billion. Consequently, the parties recognize the mutual benefits of the
matching program and agree to a quid pro quo arrangement in which no cost
reimbursement is required. Adjustments may be required in the futare if 1t is
determined that costs are disproportionate. Such adjustments, if necessary, will be
negotiated and documented in a separate reimbursable agreement.

Reimbursement - This agreement does not authorize SSA to incur obligations
‘through the performance of the services described herein. Performance of such
services is authorized only by execution of form S8A-1235. Accordingly, attached
to. and made a part of this agreement, is an executed form SSA-1235 that provides
authorization for SSA to perform services under this agreement on a fiscal year
hasis.

Before SSA provides services described herein, SSA must be in receipt ot a signed
SSA-1235 covering the cost estimate for a fiscal year and in receipt of an advance
pavment from the State Agency.

At the end of each quarter, SSA will provide the State Agency a “Statement of
Account” which will show the amount of the advance, expenses incurred, and
current balance. If at any time its determined that actual costs will exceed the cost
estimate by 10% or $1,000, whichever is greater, the SSA Regional Office contact
(see Article XVIIL.A.) must initiate, with the SSA Systems Issues contact {see
Article XVIILA.). an amended SSA-1235 which increases the estimated amount of
the original reimbursable agreement form or terminate the project to prevent SSA
from having to absorb the cost overruns. If a balance is due to S5A, the State Agency
will immediately remit the balance due or service wiil be terminated.

In the event of inconsistencies between the terms and conditions in this agreement
and on the SSA-1235, the terms and conditions of the agreement take precedence,

XV Persons to Contact
A The SSA contacts are:
1. Data Exchange Agreement Issues:

For Regions 1 through 5
Suzanne Koneyak
Office of Income Security Programs
Information Fxchange and Matching Staff
78 RRCC
6401 Security Boulevard
Balumore, Maryland 21235
Phone: (4103 965-1858
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Fax: {410} 597-0841
Email; Suzanne Konevak{@ssa. gov

For Regions 6 through 10:
Norma Followell
Office of Income Securnity Frograms
Information Exchange and Matching Staff
74 RRCC
6401 Security Boulevard
Baltimore, Marviand 21235
Phone: (410) 965-0806
Fax: (410) 597-0841
Email: Norma.Followeli{wssa.gov

Disclosure Policy Issues

Willie Polk

Office of the Gereral Counsel, Office of Public Disclosure
6401 Security Boulevard

Baltimore, Maryland 21233

Phone: {410} 965-1753

Fax: (410) 966-086%

Email: wiliie.j.polki@ssa. gov

Regional Office:

Leah Ann McCormick

Programs Specialist, Center for Programs Support
601 E. 12" Street Room 460

Kansas City, MO 64106

Phone Number: 816-936-3655

Fax Number: 8]6-936-595}

Email Address: leah.annmecormick(@ssa. goy

Svstems Issues:

Mark Dailey
Office of Earnings. Enumeration
and Administrative Systems/DIVES/Data Exchange Branch
6441 Security Boulevard
Baltimore, Maryland 21235
Phone: {41() 966-7849
Fax: {410) 966-3147
Email: mark.dailevi@ssa. gov

F



5. Systems Security Issues

Teresa Rojas, Acting Director

Office of Systems Security Operations Management
Office of Financial Policy and Operations

6401 Security Boulevard

Baltimore, Maryland 21233

Phone: (410} 966-7284

Fax: {410) 966-0527

Email: Teresa.C.Rojas(@ssa gov

B. The City/County Agency contacts are:
I. Data Exchange Agreement Issues:

Bernice Afuh

Supervisor, Community Health Services
Lincoln-Lancaster County Health Department
3140 N Street

Lincoin, NE 68510

Phone Number: 402-441-6216

Fax Number: 402-441-3891

Email Address: bafuhi@cilincolnne us

2. Bruce Dart

Health Director

Lincoln-Lancaster County Health Department
3148 N Street

Lincoln. NE 68510

Phone Number: 402-441-5001]

Fax Number:, 402-441-8323

Email Address: bdart@el lincoln.ne.us

3, Systems Security lssues:

kathy Cook

information and Fiscal Manager, Information and Fiscal Management
ivision

Lincoln-Lancaster Countv Health Department

3140 N Street

Lincoln, NE 68510

Phone Number: 442-441-8092

Fax Number: 407-441-6229

Fmail Address: keook@lincoln.ne.gov




HIX.

Authorized Officials
The City/County officials with authority to request information under this agreement are:

Case Managers and General Assistance Workers.
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Agency Approval

Each party executing this Agreement is authorized to enter into agreements of this nature
on behalf of ther agency.

Soeral Security Administeation:

Nancy/V eﬂi{m _
Associate Commissioner
(Office of Income Security Programs

1) 7/5—
“ (Date)

! certify that the SSA Data Integrity Board approved this Agreement.

Data Integrity Board

5-% o0y
{Date)




Xxi. Signatures

The signatories below warrant and represent that they have the competent authority on
behalt of their respective agencies to enfer into the obligations set forth in this Agreement.
The authonzed officials whose signatures appear below have comimitted their respective
agencies to the terms of this Agreement effective this ____day of ____ 200

SOCIAL SECURITY ADMINISTRATION:

Michael W. Grochowski
Kansas City Regional Commissioner

CITY OF LINCOLN: LINCOLN-LANCASTER COUNTY HEALTH
DEPARTMENT:

Chris Beutler
Mavor of Lincoln

1. Tonya Skinner. certify that | am the legal counsel for the Agency of the State of
Nebraska: that Chris Beutier, who signed this agreement on behalf of the State
Agency, was then Mayvor of said State Agency, and that he is authorized to enter
into agreements of this nature on behalf of the State Agency and that there is
authonty under the laws of the State of Nebraska to carry out all the functions to be
performed by the State Agency as provided herein and comply with the terms of this
agreement.

Tonva Skinner
Assistant Citv Attorney

Attachment A - Disclosure of Information in Possession of Agency [section 1106 of the Social
Security Act (42 U.S.C. § 1306)]

Attachment B - Data elements (in record layout format)

Attachment C - Information System Security Guidelines for Federal, State and Local Agencies
Receiving Electronic Information from the Social Security Administration

Atrachment [ - Worksheet and Instructions for Reporting Loss or Potential Loss of P11



Atiachment E - 88A-1235 (Attached only when “Reimbursable required”. See Article XVIL)



Attachment A

DISCLOSURE OF INFORMATION IN POSSESSION OF AGENCYLY

SEC 06, [42 U.S.C1306) (a)(1) No disclosure of any return or portion of a return (ncluding information returns
and other written statements) filed with the Commissioner of Internal Revenue under title V ill of the Social Security
Act or under subchapter B of chapter { or subchapter A of chapter 9 of the Internal Revenue Code!™! or under
regulations made under authority thereof, which has been transmitted to the head of the applicable agency by the
Comrussioner of Internal Revenue, or of any fite, record. report. or other paper, or any information, obtained at any
tme by the head of the applicable agency or by any officer or emplovee of the applicable agency in the course of
discharging the duties of the head of the applicable agency under this Act, and no disciosure of any such file, record,
repott. or other paper, or informarion. obtaimed at any time by any person from the head of the applicable agency or
from any officer or employee of the applicable agency, shall be made except as the head of the applicable agency
my by regulations preseribe and except as otherwise provided by Federal law. Any person who shall violate any
provision of this section shall be deemed guilty of & telony and, upoa conviction thereof, shall be punished by a fine
not exceeding $10.000 for each vceurrence of a violation, or by imprisonment not exceeding 5 years, or both,

(2) For purposes of this subsection and subsection tb). the term “applicable agency" means--

(A) the Social Security Administration, with respect to matter transmitted to or obtained by
such Administration or matter disclosed by such Administration. or

(B) the applicable agency. with respect to matter transmitied to or obtained by such
Department or matter disclosed by such Department.

(&) Requesis for information, disclosure of which is authorized by regulations prescribed pursuant to subsection (a)
of this sccdon, and requests for services, may. subject to such limitations as may be prescribed by the head of the
applicable agency to avoid undue interference with his functions under this Act. be complied with if the agency,
person. or organization making the request agrees to pay for the information or services requested in such amouni. i
any {not exceeding the cost of furnishing the informarion or services), as may be deterimined by the head of the
applicable agency. Payiments for information or services furnished pursuant to this section shall be made in advance
or by way of reimbursement. as may be requested by the head of the applicable agency, and shall be deposited i the
Treasury as a special deposit o be used to reimburse the appropriations (including authorizations 1o make
expenditures from the Federal Old-Age and Survivors Insurance Trust Fund, the Federal Disability Insurance Trust
Fund, the Federal Hospiral Insurance Trast Fund, and the Federal Supplementary Medical Insurance Trust Fund) for
the unit or units of the applicable agency which furnished ihe information or services. Notwithstanding the
preceding provisions of this subsection, requests for information made pursuant to the provisions of part I of e
IV of this Act for the purpose of using Federal records for jocating parents shall be complied with and the cost
incurred in providing such information shall be paid for as provided in such part B of ntle IV,

(¢} Notwithstanding sections 352 and 552a of title 3, United States Codel or any other provision of law. whenever
the Commissioner of Social Security or the Secretary determines thai o request for information is made in order to
assist a party in interest {ag defined in section 3 of the Employee Retirement Income Security Act of 19748% (29
ULS.C1002)) with respect to the administration of an emplovee benefit plan (as so defined). or is made for any
other purpose not directly related to the administration of the proegram or programs under this Act o which such
miormanon relates. such Commissioner or Secretary may require the requester to pay the full cost, as determined by
the such Commissioner or Secretary, of providing such mformation.



(d) Notwithstanding any other provision of this section, in any case m which--

{1} information regarding whether an individual is showrn on the records of the
Commissioner of Social Security as being alive or deceased is requested from the
Commissioner for purposes of epidemiological or similar research which the Commissioner
in consultation with the Secretary of Health and Human Services finds may reasonably be
expected to contribute to a national health interest, and

{2} the requester agrees to reimburse the Commissioner for providing such information and
to comply with limitations on safeguarding and rerelease or redisclosure of such information
as may be specified by the Commissioner,

the Commissioner shall comply with such reguest, except to the extent that compliance with such reguest would
constitute a violation of the teries of any conrraci entered into under section 20507,

(e) Notwithstanding any other provision of this secton the Secretary shall make available to each State agency
operating a program under title XIX and shall, subject to the limitations contained in subsection (&), make
available for public inspecticn in readily accessible form and fazhion. the tollowing official reports (not including,
however, references 1o any internal tolerance rules and practices that may be contained therein, internal working
papers or other informal memoranda) dealing with the operation of the health programs established by ttles XVIII
and XIX--

(1) mdividual contractor performance reviews and other formal evaluations of the

performance of carriers, intermediaries, and State agencies. mcluding the reports of follow-
up reviews;

(2) comparative evaluations of the performance of such contractors, including comparisons
of either overall performance or of any particular aspect of contractor operation; and

{3) program validation survey reports and other formal evaluations of the performance of
providers of services, including the reports of follow-up reviews. except that such reports
shall not identify individual patients, individual health care practitioners, or other individuals,

(f) No report described in subsection (e) shall be made public by the Secretary or the Srate title XEX agency until the
contractor or provider of services whose performance is being evaluated has had a reasonable opportenity (not
exceeding 60 days) 10 review such report and to offer comments pertinent parts of which may be incorporated in the
public report: nor shall the Secretary be required to include in any such report information with respect to any
deficiency (or improper practice or procedures) which is known by the Secretary 1o have been fully corrected. within
6l days of the date such deficiency was first brought to the attention of such contractor or provider of services, as
the case may be,

=H See Vol 1L 5 ULS.CL552(b)3), with tespect 1o information available (o the public from agencies: and 5 U.S.C",
8347(m)3), with respect to disclosure of information to the Office of Personngl Management,

See Vol HL 38 U.S.C. 5317 and 5318 with respect to Veterans' Benefits information.

See Vol IL P.L. 83-391. §6103(1)(1), with respect to disclosure of returns and return information bv the Secretary of
the Treasury to the Social Security Administration; and 87213(a)( 1), with respect to the penalty Tor unanthorized
disclosure of that tax remen information.

See Vol 1L P.L 88-525, §11{e)(19). with respect to requesting and exchanging information for puiposes of
verifying income and eligibifity for food stamps.

See Vol. Il P.L. 97-253, §307({). with respect 1o supplying information aboul ¢ivil service annuiiants.

HIP L 76-1 Should refer, instead. to P1. 83-591. Subrittes A and C.

E See Vol 11, Title 3.

see Vel 11, P 93-406.

— As in original, Probabiv should be “subsection £,




INPUT RECORD LAYVOUT

SVES IV

Attachment B

The following table illustrates the SVES IV input record tayout. Mandatory fields are jdentificd
with an asterisk. However. only one number, SSN or CAN should be input (generaily. SSN is
preferable). If the CAN is input. the BIC is mandatory.

Kev:

A=Alpha
N=Numeric
AN=Alphanumeric

FIELD TYPE POSITION
*SEN N 1-9
*Claim Account Number (CAN) N iG-18
Benefictary Idemtification Code (BIC) AN 19-21
*Surname AN 22-44)
Middle Fnitial AN 41

First Name AN 42-53
*Date of Birth N 54-61
Sex A 62

Title I Request AN 3

Title XV1I Reguest AN 64
*State Agency Code N 65-67
*Category of Assistance AN 68

State Communication Code AN 69-71
Exchange Request Data AN 72-111
{(For Future Expansion) AN 112-137




OUTPUY: RESPONSES TO THE STATES - RECORD LAYOUTS

The basic output record Jayout for the SVES TV is:
| Verification (1-156) E Title 2 (137-839) |

S8N VERIFICATION/STANDARD RESPONSE
RECORD LAYOUT - ABRIDGED

DATA ELEMENT POSITION
Inpug 88N 16
Input Claim Account Number 10-21
{CAN) (10-18VBIC (15-21;

Input Surname 22-40
Input Middle Initial 41
Input First Name 42-53
Input Date of Birth 54-6]
Input Sex 02
Input State Agency Code 63-65
Input Categorv of Assistance Code 66
input State Commnunication Code 67-69
Input Welfare 1D No. 70-01
Date of WTIPY Response 62.049
Error Condition Code 100-102
Identity Discrepancy Code HE5-104
Blank 105-107
Verification Code LOK
Verification SSN Data 109-133
Record Type 154
Title I Status 155
Title X VI Status 150




FITLE I RESPONSE RECORD

LAYOUT - ABRIDGED

{This is appended to SSN Verification/Standard Response)

DATA ELEMENT POSITION
Title I Claim Account Nomber {CAN) and BIC 137-168
State and County Code 169-173
ZIP Code 174178
ZIP + 4 179-182
Number of Lines of Address 183
Address 184-315
Direct Deposit Indicator 316
Deferred Pavment Duate 317-322
Schedule Pavment Indicator 323
Schedule Pavment Date 324.329

Schedule Prior Pavment Amount

Schedule Current Pavment Amount 337-342
Schedule Payment Combined Check Indicator 343
LAF (Ledger Aceount File) Code 344-345
Bate of Birth 346-353
Froof of Age Indicator 354
Given Name 355-364
Middle Initiat 365
Surname 366-377
Date of initial Entitlement 378-383

Date of Current Enditlement

Date of Suspension or Termination

390-395

Sex Code 396
Net Monthlv Bernefit if Pavable (MEBP) 307-402
Medicare Indicator 403

Health Insarance (HI) Indicator

404




HI Option Code 405
HI Start Date 406-411
41 Stop Date 412-417
HI Premium 418-422
HE Buy-In Indicator 423
HI Buy-in Code 424-4726
HY Buy-In Start Date 427432
i1 Bay-1n Stop Date 433-438
Supplemental Medical Insurance (SMI) Indicator 439
SMI Option Code 440
SMI Start Date 441446
5MI Stop Date 447-452
SMI Premium 453-437
SMI Boy-In Indicator 458
SMI Buy-In Code 459-461
SMI Buy-In Start Date 462-467
SMI Buy-In Stop Date 468-473
Welfare Agency Code 474-476
Category of Assistance Code 477
Black Lung Entitlement Code 478
Biack Lung Pavment Amount 479-484
Railyoad Indicator 483
Person's Own Social Security Number (S5N) 486451
Drate of Death 495-5032
Pisability Onset Date 503-310
Number of Cross-reference Account Number (XRAN) Occurrences 511
Cross-Reference (XREF) Entitlement Number ¥ fliigl?i?ll}
Cross-Reference (XREF) BIC # :éf—;:?,
512571
Cress-Reference (XREF) Code * (Field 7
572-380

Pual Entitlement Numbez'

Bual Entitlement BIC




MBC Type *%

Number of History Gecurrences 583.584
585-688

Monthly Benefit Credited (MBO) Date ** (Field 1)

B 585-688

MBC Amount *% (Freld 23
585-688

(Field 3y

Other Date of Entitlement

680-694

Other Primary Insurance Amount 693700
Other Retivement Insurance Amount F01-706
Larger Full Monthly Bepefit Amount 707-712
Larger Excess Monthlvy Benefit Amount T13-718
Smaller Full Monthly Benefit Amount 7149.724
Smaller Actuarially Reduced Monthiy Benefit Amount 725730
Duasl Entitlement Statns Code 731
Other Office Code 732
Type of Dual Entitlement 733
Other Primary Insurance Amount Factor Code 734
Other Primary Insurance Amount Factor Code Two 735

Other Eligibility Year

Reserved for future use

*There could be five occcurrences of this information.

*#There could be eight accurrences of this information.

o




TITLE XVI RESPONSE RECORD
LAYOUT - ABRIDGED

(This is appeaded to the SSN Verification/Standard Response)

DATA ELEMENT POSITION
Essential Person Indicator 157
Appeal Code 158
Date of Appeal [59-166
Last Redetermination Daie 167-174
Person's Own Social Security Number (85N) 175-183
Type of Recipient 154-185
Record Establishment Date 186-153
Date of Birth 194-201
Date of Death 202-204
Date of Death Source Code 210
Pavment Status Code 2148213
Current Pay Status Effective Dale 214-21%
SSN Correction Indicator 220
Sex Code 221
Race Code 222
Resource Code - House 223
Resource Code - Vehicle 224
Resource Code - insurance 225
Resource Code - Property 226
Resource Code - Other 237
Other Name 238-233
Given Name 234-243
Middle Initial 244
Surname 245263
Appeals Decision Code 264-265
Date of Eligibility 266-271
Medicaid Effective Date 272274

Application Date 280-287




Telephone Number 285-297
Record Seurce Code 298
Alien Indicator Code 299

Alien Date of Residency

306-305

Country of Origin

306-307

Third Party Insurance Indicator 308
Medicaid - Unpaid Medical Expense Indicator 309
Denial Code 310-312
Denial Date 313-320
Food Stamp Interview Date 321-326
Food Stamp Application 327
Food Stamp Recipient Status 328
Blank 329
Onset Bate of Disability/Blindness 330337
Disability Payvment Code 338
Drug Addiction or Alcohol Identification Code 339
Rollbaek Code 340
Blank 341
Welfare 1D Number 342-363

State Code of Conversion

364-365

Special Needs Code 366
Appeals Decision Date 367-374
Biank 375-379
Direct Deposit Indicator 380
Blaok 383
Pavee Name and Address Number of Lines 382
Payee Name and Mailing Address 383514
Payee ZIP Code 515-519
Pavee ZIP Code + 4 520523
State & County Code of Jurisdiction 524-528
District Office (DO) Code 529-531

Biank




Blank

533
Earned Income - Wage Amouni 534-539
Earped income - Net Self-Emplovment Estimate 540-545
Blind Work Expense (BWE) Exclusion 546-351
Farned Income Exclusion (Plan for self-support) 552-3537
Blank 358
Unearped Income - Number of Occarrences 350
] . . . 36(-856
Unearned Income Type Code * (Field 1)
. ) . 360-856
Unearned Income Verification Code # (Field 2

Unearned Income Start Date *

560-856
(Field 3}

Unearned Income Stop Date *

360-856
{Field 4;

‘nearned Income Amount *

560-856
{Field 5%

Unearned Income Frequency *

560-856
(Field 6}

Claim oy entification Number For Unearned Income * :;):;;i:};
Blank 857
Representative (Rep) Pavee Indicator 858
Rep Payee Selection Date §59-866
Custody Code 867-869
Competency Code 870
Type of Pavee Code 871873
Blank 874
SEN-Multipie 85N Indicator 873

S5N-List of Multiple S§Ng 876-920
Blank 921
Residence Address-Number of Lines G922

Hesidence Address

923-1032

Residence FIP Code

1033-1037

Restdence ZIP Code + 4

Blank

Last Transaction Tvpe

£




E.ast Transaction Date

1045-1057

Blank 1053
Blank 1054
Advance Payment Indicator 0S5

Advance Pavment Date

1056-1063

Advance Pavwent Amount

1064- 1068

Blank

1069

Interim Assistance Reimbursement Status Code

1076

State and County Code of Refmmbursement

1071-1075

Blank

1076

Payment Date

1077-1084

551 Gross Pavable Amount (Current)

HOES-1091

State Gross Payable Amount (Current)

10921008

Payment History (PHIST) Number of Gecurrences

1099-) 100

PHIST Payment Date ###

1101-1292
(Field 1)

SSI Manthly Assistance Amount %%

1101-1292
{Field 2)

State Supplement Amount %%

HIO0T-1292
(Field 3)

PHIST Payment Payflag 1 #%*

1101-1292

(Field 43
_ 5 11011292
PHIST Payment Payflag 7 #%= (Field 5
Blank 172073
Overpayment/Underpayment Indjcator 1204

Month of Change

12951300

Budget Month Fiag

1301

Payment Status Code (Current)

1302-1384

Federal Living Arrangement Code {Current) 1303
Living Arrangement Code - Optional State Supplement 1306

State and Couniy Code of Jurisdiction {Current)

13071311

Concurrent State Payment Code 1312
Medicaid Eligibility Code 1313
Head of Household Indicator 1514

Marital Status




Student Indicator

Earned Income - Net Countable Amount

Unearned [ncome - Net Countable Amount

581 Gross Puvable Amount

State Gross Payable Amount (Current)

Conditional Payvment 1334
Medicaid Test Indicator 1340
Federal Eligibility Code 1341
Optional State Eligibility Code 1342
Mandatery Eligibility Code 1343

Deemed Income Amount

1344-1349

Federal Living Arrangement Code - Budget Month

1350

Earned Income - Retrospective Net Countable Amount

1351

[

356

Unearned Income Retrospective Net Countable Amount

1337-1362

Deemed Income Amount Retrospective

40 Q0 History

13691468

*There can be nine occurrences of this information
*#* There can be five occurrences of this information
*%% There can be eight occurrences of this information

NOTE: Title XViresponse provides data on the queried SSN, 1t does not provide data on Essential Person

{EF)/Spouse.

}—=
[




TITLE ITAND TITLE XVI RESPONSE RECORD

LAYOUYT - ABRIDGED

(‘This is appended 1o the SSN Verification/Standard Response)

Note: In this tabie, Title XVT fields (starting at position 340 are

& (o distinguish them from Title

I fields.
DATA ELEMENT POSITION
Title I Claim Account Nmmber (CAN) and BIC 157-168
State and County Code 169-173
ZIP Code 174-178
ZIP+4 179-182
Number of Lines of Address 153

Address 184-315
Drirect Deposit Indicator 316
Deferred Pavment Date 317-322
Schedule Payment Indicator 323
Schedule Pavment Date 324-329

Schedule Prior Paviment Amount

Schedule Current Payment Amount 337-342
Schedule Payment Combined Check Indicator 343

LAF Code 344.345
Date of Birth 346-353
Proof of Age Indicator 354

Given Name 355364
Middle Initial 365

Surname 366-377
Date of Initial Entitlement 378-343
Date of Current Entitiement 384.389

Date of Suspension or Termination

390-3935

Sex Code 306
MNet Monthly Benefit if Payable (MBP) 307-407
Medicare Indicator 403

Health Insurance (HI) Indicator

404




Hi Option Code 405

HI Start Date 406-411
HI Stop Date 412-417
HI Premium 418-422
Hi Buy-In Indicator 423

HI Bay-In Code 424-426
Hi Buy-In Start Date 427432

Hi Buy-In Stop Date

433-438

Supplemental Medical Insurance (SMI} Indicator 439
5MH Option C{:Ide 440
SMI Start Date 441-446
EMI Stiop Date 447452
SMI Premium 453-457
SMI Buy-In Indicator 458
SMI Buy-In Code 459-461
SMI Buy-In Start Date 462-467
SMI Boy-In Stop Date 468-473
Welfare Agency Code 4744776
Category of Assistance Code 477
Black Lung Entitlement Code 478
Black Lung Payment Amount 479-484
Railroad Indicator 483
Person's Own Social Security Number (S§N) 486-404
Date of Death 495-3G2
Disability Onset Date S03-510
Number of Cross-reference Account Number (XRAN) Occurrences 311
Cross-Reference {(XREF) Entitlement Number = ; ;i:;_lfl}}
512-571
Cross-Reference (XREF)BIC ™ (Field 7
512-571
Cross-Reference (XREF) Code * (Fieid %)

Bual Entitlernent Number

BDual Entitlement BIC




Number of History Occurrences 583-384
) o ‘ 535-688

Monthly Benefit Credited (MBO) Date ¥ (Field 1)

"y 355-688

MBC Amount ** (Field 2)
585-688

MBC Type =+

(Field 33

Other Date of Entitlement

6ES-69:4

Other Primary Insurance Amount

HI5-700

Other Retirement Insurance Amount 701-7606
Larger Fuli Monthiy Benefit Amount 707712
Larger Excess Monthly Benefit Amount 713718
Smaller Full Monthly Benefit Amount 719-724
Smaller Actuarially Reduced Monthly Benefit Amount 725-730
Dual Entitlement Status Code 731
Other Office Code 732
Type of Dual Entitlersent 733
Other Primary Insurance Amouni Factor Code 734
Other Primary Insorance Amount Factor Code Two 735
Other Eligibility Year 736-739
Blank {reserved for future use) T40-839
Essential Person Indicator 840
Appeal Code 841
Pate of Appeal 8542.849

Last Redetermination Date

530-857

Person's Own Social Security Number (SSN)

B5E-866

Type of Recipient

867-868

Reeord Establishment Date

B69-876

Paie of Birth

877-884

Bate of Death

§85-892

Date of Deaih Source Code

893

Pavment Status Code

894-896

Current Pay Status Effective Date

597.902

S8N Correction Indicator

903




Sex Code

904
Raee Code 803
Resonurce Code - House Q06
Resource Code - Vehicle 907
| Resouree Code - Insurance Q08
Resource Code ~ Property 505
Resource Code - Other 910
- Other Name 911-916
Given Name 917-926
Middle Initial 027
Surname 025-946
Appeals Drecision Code 947-648
Date of EHgibility 949-954
Medicaid -Effective Date 055.9¢2
Application Date 963-970
Telepbone Number 971-G80
Record Souree Code G81
~Alien Indicator Code 982

Alien Date of Residency

GE3-GHR

Country of Origin

9894990

Third Party Insurance Indicator 991
Medicaid - Unpaid Medical Expense Indicator 992

- Denial Code 593.495
Denial Date 996-1003

¥eod Stamp Interview Date

1304- 1009

| Food Stamp Applcation

16140
Food Stamp Recipient Status 1611
Blank 1012

©Onset Date of Disability/Blindness

Disability Payment Code

Drug Addiction or Alcohol Identification Code

Roliback Code




Blank

124

Welfare I Number 1025-1046
State Code and Conversion 1047-1048
Special Needs Code 1049
1030-1057
Appeals Decision Date
] HO3R-1062
- Blank

Direct Beposit Indicator 1063

Blank 1064

Payee Name and Address Number of Lines 16065
Payee Name and Mailing Address 1O66-1197

Payee ZIP Code 1i98-1202
Pavee ZIP Code + 4 12031206
State & County Code of Jurisdiction 1207-1211
District Office (DO) Code 1212-1214
Blank 1215
Blank 1216

Earned Income - Wage Amount

1217-1220

farped Income - Net Self-Employment Estimate

1225-1228

Blind Work Expense (BWE) Exclusion

1226-1234

Earned Income Exclusion (Plan for Self-support) 1235-1240
- Blank 1241
Unearned Income - Number of Gecurrences 1242
1245-1339
Unearned Income Type Code ¥¥% (Field 1}
1243-1534
Unearned Income Verification Code #%# (Fietd 7
1243-1530
Unearned Income Start Date *%% (Field 3}
12471339
Unearned Income Stop Date *#% (Field 41

Unearned Income Amount ¥%%

1245-1539

(Field 51

Upearned Income Freguency %%

1243-1339

{Field 6)

Claim or Identification Number For Unearned Income #%%

1243-1539
{Field 7)

Bilank

1340

L




Reprecentative (Rep) Payee Indicator 1541

Rep Payee Selection Pate 1542-1540

LCustody Code 1550-1552
' Competency Code 1553

Type of Payee Code 1554-1536

Blank {557

SS8N-Multiple SSN Indicator 1558

SSN-List of Multiple S8Ng *

1559-1603

Blank 1604
Residence Address-Number of Lines 1603

| Residence Address 1606-17E5
Residence ZIP Code 1716-1726
Residence ZIP Code + 4 17211724
Blank | 1725
Last Transaction Type V726-1727

Last Transaction Date

1728-1735

- Blank 1736

| Blank 1737
Advance Pavment Indicator 1738

_Advance Payment Date 1739-1746
Advance Payment Amount 1747-1751
Blank 1752
Interim Agsistanee Reimbursement Starus Code 1753
State and County Code of Reimbursement 1754-1738
Blank 1759

* Payment Date

881 Gross Payable Amount (Carrent)

State Gross Payable Amount {Current)

Payment History PHIST Number of Occurrences

1782. 1783

PHIST Payment Date ###%

1784-1973
(Field 1}

S5 Monthly Assistance Amount #+

1784-1975
(Field 23




State Supplement Amount *%%%

I784-1975
{Field 3)

i 1784-1975
PHIST Payment Payflag ] »%%* (Field 4
s 17841973
PHIST Payment Payflag 2 %%k (Field 5)
Blank 1976
Overpayment/Underpayment Indicator 1077

Month of Change

1978-1983

Budget Month Flag

1954

Payment Status Code (Current)

1985-1987

_Federal Living Arrangement Code

1088

Living Arrvangement Code - Optional State Supplement

1989

State and County Code of Jurisdiction (Current)

1990-1994

Concurrent State Payment Code 1995
Medicaid Eligibility Code 1906
Head of Household Indicator 1997
Marital Status 1908
Student Indicator 1994

Earned Income - Net Countable Amount

2000-2005

Unearned Income - Net Countable Amount

2006-2011

551 Gross Payable Amount

20122016

State Gross Payable Amount (Current)

2007-2021

Conditional Payment 2022
" Medicaid Test indicator 2023
Federal Eligibility Code 2024
Optional State Eligihility Code 2023
Mandatory Eligibility Code 2026

Deemed Income Amount

20272032

Federal Living Arrangement Code - Budget Month 2033

Farned Income - Retrospective Net Countable Amount 203430340
Uinearned Income Retrospeciive Net Countable Amount 20402045
Deemed Income Amount Retrospective 2046-2051

46 (¢ History

2052-2151




* There could be five occurrences of this information.

** There could be eight occurrences of this information
There could be nine occurrences of this information.
¥ There could be eight occurrenices of this nformaiion.

40 QUALIFYING QUARTERS RESPONSE (40 OO RESPONSEY RECORD
LAYOUT - ABRIDGED

DATA ELEMENT POSITION
Verified S8N 1-9
Input SSN 10-18
Last Name 19-31
First Name 32-41
Middie Initial 4z
Date of Birth 43-56
State Code 51-33
Staie Data 54-75
Minimem Number Qs (1937-1950) 76-77
Maximum Namber Qs (1937-1950) TE-TG
Railroad Service Months (1937-1046) 80-82
Condition Code B3-84
Cualifving Guarters Pattern (Occurs 89 Times) #53-449

[as]



PRISONER RESPONSE RECORD
LAYOUT - ABRIDGED

DATA ELEMENT POSITION
SVES Prisoner S8N 1-9
SVES Prisoner Name 13-39
SVES State Code 40-42
SVES Wellare ID# 43.64
Status Clode 65-66
PUPS 58N 67-75
Last Name 76-95
First Name 96-110
Middle Name i11-128
Suifix 126-129
Prisoner I Number 130-139
Prisoner Date of Birth 140-147
Sex 148
Drate of Confinement 144-156
Release Date 157-164
Report Date 165-172
Prisoner Reporter Name 173-232
PrisonfFacility Name 233-202
Prison/Facility Address _ 293.380
Facility City 381.390
Facility State 400-301
Facility ZIP Code 402410
Facility Contact Name 411445
Facilitv Phone 446-453
Facility FAX # 456-463
Facility Type 466-467
Reserved for Futare Use 468404

(sl




Seurce of SVES Inforination:
The State Verification and Exchange System (SVES) and Siate Online Query (SOLQY Manual (Last
revised 02/2007 )




