
 
 

CITY OF LINCOLN 
 
 
 
 
 

HIPAA Privacy Policies 
and Procedures 

     

 
Updated November 2013



2 |  
 

Contents 
INTRODUCTION .......................................................................................................................... 3 
PRIVACY OFFICER...................................................................................................................... 4 
NOTICE OF PRIVACY PRACTICES ........................................................................................... 5 
PATIENT ACCESS TO HEALTH INFORMATION ................................................................... 6 
USE AND DISCLOSURE OF PATIENT HEALTH INFORMATION ........................................ 9 
ACCOUNTING FOR DISCLOSURES ....................................................................................... 12 
REQUESTS TO AMEND HEALTH INFORMATION .............................................................. 15 
REQUESTS TO RESTRICT USE AND DISCLOSURES OF PATIENT HEALTH INFORMATION
....................................................................................................................................................... 18 
REQUESTS FOR CONFIDENTIAL COMMUNICATIONS ..................................................... 20 
BUSINESS ASSOCIATES .......................................................................................................... 21 
MINIMUM NECESSARY ........................................................................................................... 22 
VERIFICATION OF INDIVIDUAL’S IDENTITY .................................................................... 24 

POLICY: ............................................................................................................................................... 24 
PROCEDURES: ................................................................................................................................... 24 

PRIVACY COMPLAINTS AND INQUIRIES ............................................................................ 25 
POLICY: ............................................................................................................................................... 25 
PROCEDURES: ................................................................................................................................... 25 

HIPAA DOCUMENTATION AND RECORD RETENTION .................................................... 27 
POLICY: ............................................................................................................................................... 27 
PROCEDURES: ................................................................................................................................... 27 

PERSONAL REPRESENTATIVES ............................................................................................ 29 
POLICY: ............................................................................................................................................... 29 
PROCEDURES: ................................................................................................................................... 29 

SUBPOENAS ............................................................................................................................... 31 
POLICY: ............................................................................................................................................... 31 
PROCEDURES: ................................................................................................................................... 31 

DISCLOSURES TO LAW ENFORCEMENT OFFICIALS ....................................................... 32 
POLICY: ............................................................................................................................................... 32 
PROCEDURES..................................................................................................................................... 32 

CITATIONS BY POLICY ........................................................................................................... 34 
NOTICE OF PRIVACY PRACTICES ............................................................................................. 34 
PATIENT ACCESS TO INFORMATION ...................................................................................... 34 
USE AND DISCLOSURE OF PATIENT HEALTH INFORMATION .......................................... 34 
ACCOUNTING FOR DISCLOSURES ........................................................................................... 34 
REQUESTS TO AMEND HEALTH INFORMATION .................................................................. 34 
REQUESTS TO RESTRICT USE AND DISCLOSURES OF PATIENT HEALTH 
INFORMATION............................................................................................................................... 35 
REQUESTS FOR CONFIDENTIAL COMMUNICATIONS ......................................................... 35 
BUSINESS ASSOCIATES .............................................................................................................. 35 
MINIMUM NECESSARY ............................................................................................................... 35 
VERIFICATION OF INDIVIDUAL’S IDENTITY ........................................................................ 35 
PRIVACY COMPLAINTS AND INQUIRIES ................................................................................ 35 
HIPAA DOCUMENTATION AND RECORD RETENTION ........................................................ 36 
PERSONAL REPRESENTATIVES ................................................................................................ 36 

 



3 |  
 

INTRODUCTION 
 

In 1996 Congress adopted the Health Insurance Portability and Accountability Act (HIPAA).  As part of the 
Act, Congress called for regulations promoting administrative simplification of healthcare transactions as well 
as regulations ensuring the privacy and security of patient information. The Department of Health and Human 
Services has since adopted regulations to implement these goals.  The Final Omnibus Rule modifications take 
effect in September 2013.   The regulations apply to “covered entities” which include; health plans, healthcare 
clearinghouses, and health care providers who transmit health information in electronic form in connection with 
a transaction covered by HIPAA.  The City of Lincoln has designated itself as a “hybrid entity” under the Act 
because it has both non-covered components and covered components.  The regulations include three distinct 
parts: transaction standards, privacy, and security. 

 
City functions/agencies that have been identified as health care providers, meaning they furnish, bill, or receive 
payment for health care in the normal course of business, include: the Fire Department and the City-County 
Health Department. 

 
The Fire Department, to the extent it operates as an “emergency medical service” is a “covered” health care 

component that must comply with the HIPAA Privacy Rule. The Fire Department, in this role, collects and 
uses protected health information and transmits, or causes the transmission of, covered transactions in 
electronic form.   The Fire Department, in its role as an Urban Search and Rescue Team, is not covered by 
HIPAA. 

 
The Health Department programs that maintain protected health information in electronic systems, Community 
Health Services, Dental Health, and the Early Development Program, are covered health care components that 
must comply with the HIPAA Privacy Rule.  Other Health Department programs that may perform business 
associate type functions and  which must comply with the HIPAA Privacy Rule include the Director’s Office, 
Information and Fiscal Management Division, and the WIC Program.  Divisions and programs that are not 
covered by HIPAA include: Environmental Health, Animal Control, Health Promotion and Outreach, and 
Health Data and Evaluation. 

 
Other City functions that have been identified as “covered” under HIPAA because they meet the definition of 
“health plans” include the City’s self-funded dental insurance plan. This “health plan” meets the definition of a 
“small health plan” under HIPAA and, as such, will comply with HIPAA’s Privacy Rule effective April 14, 
2004. 

 
In addition, the City Finance Department and City Law Department may perform “business associate” type 
functions for the covered health care component identified above.  For instance, the City Finance Department 
may process payments for the Fire Department, and, in so doing, come into contact with protected health 
information.  As such, the City Finance Department, including but not limited to the divisions of City Clerk, 
Treasurer, Accounting, and Information Services, but not including the division Emergency 
Communications/911 Center, is considered a business associate type component of the City, subject to HIPAA, 
to the extent the department performs acts on behalf of the covered health care programs of the City. 

 
An organizational chart of the City (and affected departments), showing the HIPAA-covered components and 
“business associate”-like components, is maintained by the City Attorney’s office. 

 
The following policies address the key requirements of the HIPAA Privacy Rule.  At a minimum, each covered 
health care component identified above must comply with these policies.  These policies may be amended, 
administratively, to ensure consistency with agency operations and applicable state and federal laws.  All 
privacy policies, forms, and any amendments thereto must be approved by the City Privacy Officer and City 
Attorney. 
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PRIVACY OFFICER 
 
I. General Policy 

The City of Lincoln, a hybrid entity, has designated a City Privacy Officer responsible for the 
coordination and implementation of all privacy and confidentiality efforts within the City of 
Lincoln, a municipal corporation.  In addition, the City has determined that each identified 
covered health care component may, in consultation with the Privacy Officer, designate a staff 
member to serve as the Agency Privacy Officer.  The City Privacy Officer and his/her designees 
may have other primary job functions in addition to privacy responsibilities.  The City Attorney 
will designate an Attorney to provide legal consultation on HIPAA. 

 
II. Agency Privacy Officer 

The Agency Privacy Officer shall serve as the primary agency contact for privacy issues and 
concerns regarding the use and disclosure of protected health information and for patient rights 
regarding protected health information.  The Agency Privacy Officer shall be responsible for 
responding to patient requests for further information regarding the Notice of Privacy Practices.  
In general, the Agency Privacy Officer should be able to address most issues concerning the use 
and disclosure of protected health information for the agency including, requests from 
individuals for access, amendment, disclosure, accounting, restriction, or confidential 
communications. The City Privacy Officer may retain control of any and all privacy matters, or 
may delegate the above functions to the Agency Privacy Officer; however, all privacy 
complaints shall be forwarded to the City Privacy Officer for response. 

 
III. City Privacy Officer 

The City Privacy Officer shall oversee all activities related to the development, maintenance, 
and adherence to policies and procedures regarding the use and disclosure of individually 
identifiable health information in accordance with state and federal laws and best business 
practices.  The City Privacy Officer shall investigate and respond to privacy complaints and 
provide assistance to the Agency Privacy Officers when needed. 

 
IV. City Attorney for HIPAA 

The City Attorney designated for HIPAA will provide legal consultation and support for all 
HIPAA related issues of City HIPAA covered components and business associate-like.  The City 
Attorney will work with the City Privacy Officer to investigate and respond to privacy 
complaints, breaches, or other issues with a potential legal impact on the City.  The City 
Attorney shall maintain a current list of all Privacy Officers.  All HIPAA policies and procedures 
will be reviewed and approved by the City Attorney before implementation. 
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NOTICE OF PRIVACY PRACTICES 
 
POLICY: 
Individuals have a right to adequate notice of the uses and disclosures of his/her protected health 
information (PHI) and the City’s legal duties with respect to such PHI.   The law dictates a specified 
set of core elements that a valid Notice of Privacy Practices must contain.  Therefore, all City 
employees must use the Notice of Privacy Practices form approved for their agency. Only those 
covered health care components with a direct treatment relationship with a patient must have a 
Notice of Privacy Practices. The covered health care components shall disclose PHI only in 
conformance with the contents of the Notices of Privacy Practices.  The City will promptly revise its 
Notice of Privacy Practices whenever there is a material change to the uses or disclosures of PHI, to 
the individuals’ rights, to its legal duties, or to other privacy practices that render the statements in 
the Notice no longer accurate. 

 
PROCEDURES: 
 
I. The City will distribute its Notice of Privacy Practices as follows:  

A. Provide to any person who requests it.   
B. Provide to each individual the City agency has a direct treatment relationship with no 

later than the first service delivery, including service delivered electronically, after the 
Privacy compliance date of April 14, 2003.   

C. An updated Notice of Privacy will be provided at the next visit or contact with 
established patients and all new patients. 

D. In emergency treatment situations, the Notice shall be provided to the individual as soon 
as reasonably practicable after the emergency treatment situation.   

E. Have Notice available at the physical service delivery site.   
F. Post Notice in a clear and prominent location at the physical service site, as practicable.   
G. Prominently post and make electronically available the Notice on any web site the City 

maintains that provides information about its customer services or benefits. 
H. The City may provide the Notice to an individual by e-mail but only if the individual 

agrees to electronic notice in writing and such agreement has not been withdrawn. 
 

I. Obtain Written Acknowledgement of Receipt. 
A. Except in an emergency treatment situation, the City agency involved shall make a good faith 

effort to obtain a written acknowledgment of receipt of the Notice. 
B. If acknowledgment is not obtained, document why and efforts made to obtain it. 
 

II. Documentation 
A. The agency shall retain copies of the signed Acknowledgment of Receipt of Notice of Privacy 

Practices or, if not signed, documentation of the good faith efforts made to obtain such written 
acknowledgment.  Such documentation shall be retained for at least six years from the date it 
was created or from the date it was last in effect, whichever is later. 
 

III. Notice of Privacy Practices for Employer-Sponsored Group Health Plans 
The City sponsors health plans for its employees.  Effective not later than April 14, 2004, the City must 
provide each participant in its self-funded group plan a Notice of Privacy Practices.  The City is not 
required to provide a Notice of Privacy Practices where the group plan is fully insured or if an 
administrator agrees by contract to provide such Notice on the City’s behalf. 
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PATIENT ACCESS TO HEALTH INFORMATION 
 
POLICY: 
An individual has the right to access, inspect, and/or copy his/her protected health information (PHI) in 
the City agency’s designated record set, for as long as the PHI is maintained in compliance with the 
agency’s records retention policy. Exceptions to this general rule are provided herein. 
 
PHI is individually identifiable health information maintained in or transmitted by electronic media or 
transmitted or maintained in another form or medium. The definition does not include employment 
records. 
 
Designated Record Set includes, at a minimum, the medical and billing records about individuals 
maintained by or for the City agency or any other records used in whole or in part to make decisions 
about individuals. 
 
PROCEDURES: 
 
I. Access Requests 

When feasible, requests should be made in writing using –  the “Patient Access to Records 
Request Form”. The form may be filled out by the individual or with assistance from a staff 
member. 

 
II. Response to Request for Access 

The agency must either grant or deny the request within thirty (30) days of receipt of the request. 
One thirty (30) day extension is permitted if the agency provides the individual with a written 
statement of the reason(s) for the delay and the date by which the access request will be 
processed.  The agency may use the “Response to Request for Patient Access to Health 
Information” form to make its response. 

 
III. Access is Granted 

A. The individual may choose to inspect the PHI, copy it, or both, in the form or format 
requested (including an electronic format).  If the PHI is not readily producible in the 
requested form or format, the agency must provide the individual with a readable hard 
copy record, or other form as agreed to by the agency and the individual. 
 

B. The individual and the agency will arrange a mutually convenient time and place for the 
individual to inspect and/or obtain a copy of the requested PHI.  Inspection and/or 
copying will be carried out with agency staff assistance. 
 

C. The agency may charge a reasonable fee for the production of copies.  The fee should not 
exceed $20. 
 

D. No fee will be charged for the copy of medical records for use in supporting an 
application or appeal for: 
1. Assistance for children 
2. Medical Assistance program (Medicaid) 
3. Title II, XVI, or XVII of the federal Social Security Act. 
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4. A fee may be charged when these records are requested by a state or federal 
agency. 

E. If, upon inspection of the PHI, the individual feels it is inaccurate or incomplete, the 
individual has a right to request an amendment according to the procedures described in 
the Policy concerning amendments to PHI. 

 
IV. Denial of Access 

If access to PHI is denied, in whole or in part, the Privacy Officer or his/her designee will 
provide a timely, written denial to the individual in plain language that must contain 

 
A. The basis for the denial; 

 
B. If applicable, a statement of the individual’s review rights; and 

 
C. A description of how the individual may complain to the City Privacy Officer or to the 

Secretary of Health and Human Services.  The description must include the name, title, 
and telephone number of the City Privacy Officer. 
 

D. If access is denied because the City agency does not maintain the PHI that is the subject 
of the individual’s request for access, and the agency knows where the requested 
information is maintained, the agency must inform the individual where to direct the 
request for access. 
 

E. The agency must, to the extent possible, give the individual access to any other PHI 
requested after excluding the PHI as to which the agency has grounds to deny access. 

 
V. Denial Not Subject to Review 

An agency may deny an individual access to his/her PHI without providing the individual an 
opportunity for review in the following circumstances: 

 
A. Psychotherapy notes; 

 
B. Information compiled in reasonable anticipation of, or for use in, a civil, criminal, or 

administrative action or proceeding; 
 

C. PHI that is prohibited from access by the Clinical Laboratory Improvements 
Amendments of 1988; 
 

D. Inmates may be denied a copy of their PHI if providing such copy would jeopardize 
health, safety, or security (this applies only to copies, not access); 
 

E. The individual, when consenting to participate in research that includes treatment, agreed 
to temporary denial of access to PHI created or obtained by the health care provider in the 
course of research and the research has not yet been suspended; 
 

F. The records are subject to the Privacy Act of 1974, 5 U.S.C. §552a, and the denial of 
access meets the requirement of that Act; or 
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G. The PHI was obtained from someone other than a health care provider under a promise of 
confidentiality and the access requested would be reasonably likely to reveal the source 
of the information. 

 
VI. Denial Subject to Review 

An agency may also deny an individual access based on the grounds stated below, provided that 
the individual is given a right to have such denial reviewed in the following circumstances. 

 
A. A licensed health care professional has determined, in the exercise of professional 

judgment, that the access requested is reasonably likely to endanger the life or physical 
safety of the individual or another person; 
 

B. The PHI makes reference to another person who is not a health care provider and a 
licensed health care professional has determined, in the exercise of professional 
judgment, that the access requested is reasonably likely to cause substantial harm to such 
other person.   

 
VII. Review of an Access Denial 

A. If access is denied on a reviewable ground, the individual has the right to have the denial 
reviewed by a licensed health care professional who is designated by the City to act as a 
reviewing official and who did not participate in the original decision to deny. 
 

B. The individual must request the review in writing, using the “Request for 
Reconsideration of Denial of Access to Health Information” form. 
 

C. The agency will promptly provide the individual with a copy of the health care 
professional’s written determination. 
 

D. The agency will provide or deny access in accordance with the determination of the 
reviewing official. 

 
VIII. Documentation 

The agency must document the identity of the designated record sets; the identity of the staff 
responsible for receiving and processing requests for access to PHI; and any communications 
requesting access, denial of access, and results of any review by an outside professional.  Such 
documentation shall be retained for at least six years from the date it was created or from the date 
it was last in effect, whichever is later. 
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USE AND DISCLOSURE OF PATIENT HEALTH INFORMATION 
 
POLICY: 
Except as otherwise described herein, unless otherwise permitted by law, a City agency must have 
proper, written authorization from the individual before it may use or disclose an individual’s protected 
health information.  Protected health information may not be used or disclosed except when at least one 
of the following conditions is true: 

 
1. The individual, who is the subject of the information, has authorized the use or disclosure. 
2. The individual who is the subject of the information has received our Notice of Privacy Practices 

and acknowledged receipt of the Notice or receipt of the Notice but refusal to sign is 
documented.  This is required to allow the use or disclosure and the use or disclosure is for 
treatment, payment, or health care operations. 

3. The individual who is the subject of the information agrees or does not object to the disclosure 
and the disclosure is to persons involved in the health care of the individual. 

4. The disclosure is to the individual who is the subject of the information or to HHS for 
compliance-related purposes. 

5. The use or disclosure is for one of the HIPAA “public purposes” (i.e. required by law, etc.). 
Upon verification that an individual has been authorized to act as a personal representative of an 
individual, the agency shall treat the personal representative as the individual with respect to the use and 
disclosure of his/her protected health information (PHI) as well as individual rights under the Privacy 
Rules, except as limited by Nebraska Revised Statute, Section 71-5185. 
 
PROCEDURES: 

 
I. Valid Authorization Form 

A. An authorization must be obtained on the correct form to ensure that it complies with the 
law.  Therefore, the agency shall use the approved Authorization for Release of 
Information form at all times.   
 

B. An authorization form that is signed by the individual’s personal representative must state 
the personal representative’s name and the relationship that gives the personal 
representative authority to act on the individual’s behalf, in addition to the other 
information required. 
 

C. Upon request, the agency must give the individual (or the personal representative) a copy 
of the signed authorization form. 
 

D. A copy of the signed authorization form must be retained by the agency. 
 

II. Defective Authorizations 
An authorization is not valid if it has any of the following defects: 
 
A. It is not signed or dated; 
 
B. The expiration date or event on the form has passed; 
 
C. It is not filled out completely; 
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D. It has been revoked; 
 
E. It violates requirements regarding compound authorizations; or 
 
F. It contains any material information known to be false. 
 

III. Psychotherapy Notes 
An authorization is required for use and disclosure of psychotherapy notes except the agency 
may use psychotherapy notes without obtaining an individual’s authorization to carry out its own 
treatment, payment, or operations as follows: 

 
A. Use by the originator of the psychotherapy notes for treatment; 

 
B. Use or disclosure by the agency’s own training programs in which students, trainees, or 

practitioners in mental health learn under supervision to practice or improve their skills in 
group, joint, family, or individual counseling; and  
 

C. Use or disclosure by the agency to defend a legal action or other proceedings brought by 
the individual. 

 
IV. Authorization Is Not Required 

An authorization is NOT required for uses and disclosures for the following purposes: 
 

A. Treatment, payment, and health care operations; 
 

B. To the individual who is the subject of the information; 
 

C. Required disclosures to the Secretary of Health and Human Services for enforcement of 
the Privacy Rules; 
 

D. Required by law; 
 

E. Public health activities (prevention or control of disease, vital statistics); 
 

F. Regarding victims of abuse, neglect, or domestic violence; 
 

G. Health oversight activities (licensure, audit, inspections); 
 

H. Judicial and administrative proceedings (subpoena, discovery requests, or legal process); 
 

I. Limited law enforcement purposes; 
 

J. Coroners, Medical Examiners, and Funeral Directors regarding decedents; 
 

K. Organ, eye, or tissue donation purposes; 
 

L. Research purposes; 
 

M. To avert a serious threat to health or safety; 
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N. Specialized government functions (military, veterans’ activities, national security, 
intelligence activities); 
 

O. Workers’ compensation; 
 

P. Food and Drug Administration; 
 

Q. Facility Directories provided the individual was notified in advance of the disclosure and 
given the opportunity to object to his/her information being used or disclosed in the 
directory; 
 

R. Notifying family or friends and for involving family or friends in the individual’s care, 
provided the individual was given the opportunity to object to such disclosure to family 
or friends. 

 
V. Prohibition on Conditioning of Authorizations 

The City agency may not condition treatment, payment, enrollment in a health plan, or benefits 
eligibility on an individual providing it with an authorization except: 

 
A. The City health plan may condition an individual’s enrollment or eligibility for benefits 

on the individual providing an authorization to enrollment in the plan, in certain 
conditions. 
 

B. The City agency may condition the provision of research-related treatment on provision 
of an authorization for the use or disclosure of PHI for such research. 
 

C. The City agency may condition the provision of health care that is solely for the purpose 
of creating PHI for disclosure to a third party on provision of an authorization for the 
disclosure of PHI to such third party. 

 
VI. Revocation Of An Authorization 

An individual may revoke an Authorization at any time by providing written notice to the City’s 
Privacy Officer or his/her designee.  The individual’s Authorization is no longer valid once the 
City knows of the revocation, except to the extent the City has already taken action in reliance of 
the Authorization or to the extent the Authorization was obtained as a condition of obtaining 
insurance and other law provides the insurer the right to contest the policy or claim under the 
policy. 
 

VII. Documentation 
The agency must retain any signed authorization or revocation.  The documentation must be 
retained for at least six years from the date it was created or from the date it was last in effect, 
whichever is later. 
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ACCOUNTING FOR DISCLOSURES 
 
POLICY: 
The City agency will keep an accounting of disclosures it makes of patient protected health information 
(PHI) as required by the Privacy Rules.  Some disclosures do not need to be tracked.  Individuals have 
the right to an accounting of the disclosures made of their PHI within the six years prior to their request.  
Exceptions to this general policy are provided below. 
 
PROCEDURES: 
 
I. Requests for an Accounting of Disclosures 

All requests for an Accounting of Disclosures must be submitted in writing using the 
“Accounting of Disclosures Request” form.  The form should be forwarded to the Privacy 
Officer or his/her designee for response.   
 
Individuals may request an accounting of disclosures for a period of up to six years prior to the 
date of the request.  An individual may request an accounting for a shorter period of time.  An 
individual is allowed to request free of charge one accounting with a 12-month period.  A 
reasonable fee can be charged for more frequent accounting requests. 

 
II. Response to Request for Accounting 

The agency will respond to the request for an accounting of disclosures within 60 days of the 
request.  If the agency cannot honor an accounting of disclosures within the 60-day period, it 
must provide information to the requestor as to the reason for the delay and expected completion 
date.  Only one extension of up to thirty (30) days is permitted per request. 

 
The agency will notify the individual of any charges associated with the accounting to ensure 
that the individual still wants the accounting; coordinate gathering and preparing the disclosure 
accounting; direct as needed other agencies and business associates to provide disclosure 
accounting information; and notify the individual when the accounting is ready, requesting 
payment if charges are due, but otherwise transmitting the disclosure accounting to the 
individual. 

 
III. Tracking of Disclosures 

The following information shall be documented: 
 

A. Date the disclosure was made; 
 

B. Name of entity or individual the disclosure was made to and their address if known; 
 

C. Description of the information disclosed, or, in the alternative, a copy of the authorization 
form or a request which yielded the disclosure; 
 

D. Purpose of disclosure; and 
 

E. Identity of staff disclosing the information. 
 
IV. Exclusions for Disclosure Accounting 

The City is not required to account and track disclosures made: 
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A. Prior to April 14, 2003; 

 
B. To the individual patient (or the individual’s personal representative); 

 
C. To carry out treatment, payment, or health care operations; 

 
D. Pursuant to a valid authorization; 

 
E. To or for notification of persons involved in an individual’s care of the individual’s 

location, general condition, or death; 
 

F. For national security or intelligence purposes; 
 

G. To correctional institutions or law enforcement officials regarding inmates; 
 

H. For facilities’ directories; 
 

I. Incidental uses or disclosures. 
 
V. Disclosures Subject to Accounting 

The City agency must track and account for disclosures made: 
 

A. As required by law; 
 

B. For public health activities; 
 

C. About victims of abuse, neglect, or domestic violence; 
 

D. For health oversight activities; 
 

E. For organ, eye, or tissue donation purposes; 
 

F. For judicial or administrative proceedings; 
 

G. For law enforcement purposes; 
 

H. For research purposes; 
 

I. For workers’ compensation purposes; 
 

J. To prevent a serious threat to health or safety; 
 

K. To coroners, medical examiners, or funeral directors; 
 

L. For specialized government functions; and 
 

M. To the Food & Drug Administration. 
 
VI. Exceptions for Law Enforcement or Health Oversight Investigations 
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A temporary suspension of the patient’s right to account of disclosures is allowed for health 
oversight agencies or law enforcement officials contingent on the submission to the City agency 
of a statement that indicates that an accounting of disclosure will impede an investigation that 
involves the individual in question.  The statement should include a time frame for the exclusion 
period.  The statement may be oral, but in that case the temporary suspension is limited to 30 
days unless appropriate written documentation is submitted within 30 days.  Although the 
accounting of disclosure is not being released during this period, the City agency should continue 
tracking and storing the information for future release. 

 
VII. Documentation 

The “Accounting of Disclosures Request” form, documentation of disclosures in the patient 
record or on a disclosure tracking log, and any other documents generated in response to an 
accounting must be maintained by the agency for a period of at least six years from the date it 
was created or from the date it was last in effect, whichever is later. 
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REQUESTS TO AMEND HEALTH INFORMATION 
 
POLICY: 
An individual has the right to request that his/her PHI be amended if he/she feels that the information is 
incomplete or inaccurate. This right lasts for as long as that information is maintained in the designated 
record set. Exceptions to this general policy are provided below. 
 
PROCEDURES: 
 
I. Requests to Amend/Correct PHI 

All requests to amend or correct PHI must be submitted in writing using the 
“Amendment/Correction of Health Record Request” form.  The request must clearly identify the 
information to be amended or corrected, as well as the reason(s) for the amendment/correction.  
The form may be filled out by the individual or with the assistance of a staff member. 

 
II. Response to Request for Amendment 

The Privacy Officer or his/her designee will act on the individual’s request for an amendment no 
later than sixty (60) days after receipt of such request.  The agency may have a one-time 
extension of thirty (30) days for processing the amendment if the individual is given a written 
statement of the reason for the delay and the date by which the amendment request will be 
processed. 

 
III. Amendment Request Approvals 

If the agency accepts the requested amendment, in whole or in part, it must comply with the 
following requirements: 

 
A. Make the Amendment.  The agency must make the appropriate amendment to the PHI or 

record that is the subject of the request for amendment or provide a link to the location of 
the amendment. 
1. Previous information cannot be deleted.  Create alert or flag that identifies an 

amendment has been made and the part of the record amendment. 
 

B. Inform the Individual.  The agency must timely inform the individual that the amendment 
is accepted and obtain the individual’s identification of and agreement to having the 
agency notify the relevant persons with whom the amendment needs to be shared as set 
forth below. 
 

C. Inform Others.  The agency must make reasonable efforts to inform and provide the 
amendment within a reasonable time to: 

 
1. Persons identified by the individual as having received PHI about the individual 

and needing the amendment: and 
 

2. Persons, including business associates, that the agency knows have the PHI that is 
the subject of the amendment and who may have relied, or could foreseeably rely, 
on such information to the detriment of the individual. 
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IV. Amendment Request Denials 
The City Agency may deny an individual’s request for amendment, if it determines that the PHI 
or record that is the subject of the request: 

 
A. Was not created by the City agency, unless the individual provides a reasonable basis to 

believe that the originator of PHI is no longer available to act on the requested 
amendment; 
 

B. Is for information that is not part of the designated record set; 
 

C. Is not accessible to the individual because federal and state law do not permit it (if the 
City is permitted to deny the individual’s request to inspect PHI, it would also be 
permitted to deny a request to amend the PHI); or 
 

D. The City’s determination is that the record is already accurate and complete. 
 
V. Denial Requirements 

A. If the City agency denies the requested amendment, in whole or in part, the agency must 
provide the individual with a timely, written denial in plain language that contains the 
following: 

 
1. The basis for the denial; 

 
2. The individual’s right to submit a written statement disagreeing with the denial 

and how the individual may file such a statement; 
 

3. A statement that, if the individual does not submit a statement of disagreement, 
the individual may request that the City agency provide the individual’s request 
for amendment and the denial with any future disclosures of the PHI that is the 
subject of the amendment; 
 

4. A description of how the individual may complain to the City Privacy Officer 
pursuant to the complaint procedures or to the Secretary of Health and Human 
Services; and 
 

5. The name or title, and telephone number of the contact for the City designated to 
receive complaints. 

 
B. Statement of Disagreement.  The agency must permit the individual to submit a written 

statement disagreeing with the denial of all or part of a requested amendment and the 
basis of such disagreement. 
 

C. Rebuttal Statement.  The agency may prepare a written rebuttal to the individual’s 
statement of disagreement.  Whenever such a rebuttal is prepared, the agency must 
provide a copy to the individual who submitted the statement of disagreement. 
 

D. If a statement of disagreement has been submitted by the individual, the City agency 
must include the material appended, or an accurate summary of such information, with 
any subsequent disclosure of the PHI to which the disagreement relates. 
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E. If the individual has not submitted a written statement of disagreement, the agency must 
include the individual’s request for amendment and its denial, or an accurate summary of 
such information, with any subsequent disclosure of the PHI only if the individual has 
requested such action. 
 

F. The agency must, as appropriate, identify the record or PHI in the designated record set 
that is the subject of any disputed amendment and append or otherwise link the 
individual’s request for an amendment, the agency’s denial of the request, the 
individual’s statement of disagreement, if any, and the agency’s rebuttal, if any, to the 
designated record set. 
 

G. When a subsequent disclosure described above is made using a standard transaction that 
does not permit the additional material to be included, the agency must separately 
transmit the material required to the recipient of the standard transaction. 

 
VI. Amendments and Business Associates 

A. The agency will determine each business associate that has the PHI subject to the 
amendment and who may have relied or may foreseeably rely on the unamended 
information to the individual’s detriment. 
 

B. The agency will obtain all authorizations from the individual needed to notify these 
persons or entities, as well as each person and entity that the individual identifies as 
needing notification. 

 
VII. Receipt of Amendment Notice 

The city agency must amend PHI or records in its designated record sets on receipt of notice 
from another covered entity that the information has been amended.  The agency will coordinate 
amendment of PHI or records in its designated record sets upon receipt of such notice. 

 
VIII. Documentation 

The agency must document the identity of the staff responsible for receiving and processing 
requests for amendments and any communications requesting, granting, or denying the 
amendment.  Such documentation shall be retained by the agency for at least six years from the 
date it was created or from the date it was last in effect, whichever is later. 
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REQUESTS TO RESTRICT USE AND DISCLOSURES OF PATIENT 
HEALTH INFORMATION 
 
POLICY: 
An individual has the right to request a City agency to restrict uses and disclosures of PHI when carrying 
out treatment, payment, or health care operations. However, the City agency is not required to agree to 
the individual’s request for restrictions. 
 
PROCEDURES: 
 
I. Restriction Request 

Where possible, all requests for restrictions shall be submitted in writing on the “Restriction of 
Use and Disclosure” form.  The request must include: a description of the information to be 
limited; whether the request is to limit the use, disclosure, or both; and to whom the limitation 
should apply. 

 
II. Restriction Response 

All requests should be forwarded to the Privacy Officer or his/her designee (program supervisor 
in most cases) for determination and response.  The agency will notify the individual in writing 
whether or not the request will be granted. 

 
III. Granting a Restriction 

If a restriction is granted, the agency will notify the management of each affected department and 
those business associates who are affected by the agreement.  Affected management and business 
associates must ensure that their workforce members are informed of the restrictions and 
implement procedures to prevent any use or disclosure contrary to an agreement to these 
restrictions. 

 
IV. Medical Emergencies 

The City agency may use restricted PHI or disclose it to a health care provider, notwithstanding a 
restriction agreement, when the information is needed for treatment of an individual in a medical 
emergency.  In the event an agency employee uses or discloses the restricted PHI in a medical 
emergency situation: 

 
A. Staff must document justification for the determination, whether it resulted in 

withholding, using, or disclosing the restricted PHI. 
 

B. Staff must request the other parties involved not to further use or disclose the restricted 
information and document this request. 

 
V. Termination of Restriction Agreements 

The City agency may terminate an agreement restricting use or disclosure of PHI with the 
concurrence of the individual or unilaterally by written notice of termination to the individual.  
Unilateral termination is only effective with respect to protected health information created or 
received after the individual has been informed of the unilateral termination of the restriction. 
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VI. Documentation 
The agency must document any agreed upon restriction, any notice to business associates or 
others, and any written or oral agreement to terminate a restriction for at least six years from the 
earlier of (1) the date it was created or (2) the date when it was last in effect. 

 



20 |  
 

REQUESTS FOR CONFIDENTIAL COMMUNICATIONS 
 
POLICY: 
An individual may request to receive confidential communications from the City agency either at an 
alternative location or by alternative means. For example, an individual may request to receive all 
written communications from the City at a work address rather than a home address. The agency will 
accommodate reasonable requests. 
 
PROCEDURES: 
I. Requests for Confidential Communication 

All requests shall be made in writing using  the “Request for Confidential Communication” 
form.  The request shall clearly state the alternative method of contact requested. 

 
II. Response to Request 

A request will be granted provided it is reasonable.  Reasonableness will be based upon the 
administrative difficulty with complying with the request.  The agency shall respond to the 
request in writing.  If the request is granted, the agency shall notify all affected departments and 
business associates in writing of any decision to accommodate. 

 
III. Accommodation 

Each department within an agency will establish a procedure so all employees who are engaging 
in communications with the individual can accommodate a request that has been granted. 

 
IV. Documentation 

The agency shall retain all documentation concerning a request defined herein for at least six 
years from the earlier of: (1) the date it was created or; (2) the date when it was last in effect. 
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BUSINESS ASSOCIATES 
 
POLICY: 
A business associate is an individual or entity that provides a service, performs a function, or performs 
an activity on behalf of a covered component of the City that involves the creation, use, or disclosure of 
protected health information. Business Associates do not include members of the City’s workforce. A 
City agency may disclose protected health information (PHI) to a business associate provided a business 
associate contract (BAC) exists, or if the BAC requirement has been extended. 
 
PROCEDURES: 
 
I. Business Associate Contract 

A. The City agency will inventory all outside business and service vendors to determine if 
they are business associates.   

B. Business Associate agreements will be implemented for all qualified entities. 
C.   The business associate must provide in writing satisfactory assurances that it will 

appropriately safeguard the information it receives, uses, or discloses in carrying out the 
specified functions or activities.  The satisfactory assurances obtained from the business 
associate shall be in the form of a written BAC that contains the elements specified in the 
Privacy Rule. 

 
II. Business Associate 

A. The City’s Responsibility regarding Business Associates:   
 
If the City knows of a material breach or violation by the business associate of the 
contract or agreement, the City is required to take reasonable steps to cure the breach or 
end the violation and, if such steps are unsuccessful, to terminate the contract or 
arrangement.  If termination of the contract or arrangement is not feasible, the City is 
required to report the problem to the Secretary of Health and Human Services.   
 
Employees shall immediately notify the Privacy Officer if they learn that one of the 
City’s business associates may have breached or violated its BAC. 

 
B. Minimum Necessary Standard:   

 
The Privacy Rules require covered entities to obligate their business associates to comply 
with the minimum necessary standard. 
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MINIMUM NECESSARY 
 
POLICY 
 
City agencies must take reasonable efforts to use, disclose, or request of another covered entity, only the 
minimum necessary PHI to accomplish the intended purpose.    All disclosures of protected health 
information must be limited to the minimum amount of information needed to accomplish the purpose 
of the disclosure.  All requests for protected health information must be limited to the minimum amount 
of information needed to accomplish the purpose of the request. 
 
Exceptions to this general rule are provided herein. 
 
 
PROCEDURES 
 
I. Minimum Necessary Workforce Use 

The agency shall identify and document those workforce members (or classes of workforce 
members) who need access to PHI to perform their duties; the categories of PHI needed by each 
of these workforce members (or classes of these workforce members) to perform those duties; 
and the conditions appropriate to each workforce member’s access to those categories.   
 
Each Agency Head will implement procedures to ensure that each workforce member (or class of 
workforce members) within the agency, has access to and use of only that PHI consistent with 
these identified and documented needs. 
 

II. Routine and Non-Routine Disclosures 
The agency shall implement policies and procedures or standard protocols for the routine or 
recurring requests for or disclosures of PHI (other than those for which there is no minimum 
necessary requirement) so that the agency limits the PHI it requests or discloses to the minimum 
reasonably necessary for the purpose of the request or disclosure.   
 
A routine disclosure for the Health Department will be the automated export of all immunization 
information to the Nebraska Immunization Registry (NESIIS). 
 
For any request for or disclosure of PHI that has not been identified and documented as routine 
or recurring (and that is not excepted from the minimum necessary requirement), the agency 
must have and apply criteria designed to limit the PHI it requests or discloses.  The agency 
should review each non-routine or non-recurring request or disclosure on an individual basis 
according to these criteria to ensure that it requests or discloses only the minimum necessary 
PHI. 
 

III. Medical Records 
The agency may not use, disclose, or request an entire medical record, unless it is specifically 
justified as reasonably necessary for the purpose.  The Privacy Officer and agency may identify 
and document those situations in which use, disclosure, or request for an entire medical record 
may be justifiable and will develop and document procedures for obtaining approval to use, 
disclose, or request an entire medical record.  Each agency will implement these procedures 
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within the unit to ensure that an entire medical record is not used, disclosed, or requested without 
approved justification 

 
IV. Exceptions to Minimum Necessary Requirement 

A. Disclosures to or requests by a health care provider for treatment purposes. 
 

B. Disclosures made to the individual (or the individual’s personal representative) who is the 
subject of the PHI. 
 

C. Uses or disclosures made pursuant to a valid authorization. 
 

D. Disclosures to HHS for compliance reviews or complaint investigations under HIPAA. 
 

E. Uses or disclosures required for compliance with HIPAA. 
 

F. Uses or disclosures required by law. 
 

V. Reliance on Minimum Necessary Assurances 
The City agency may rely, if reasonable for the situation, on a request to disclose PHI being for 
the minimum necessary, if the requester is either another covered entity or a professional 
(including an attorney or accountant) who provides professional services to the City, either as a 
member of our workforce or as our business associate, and who states that the requested 
information is the minimum necessary. 
 

VI. Documentation 
Routine and non-routine disclosures will be documented in the patient record except as described 
below.  All efforts will be made to assure that only the minimum necessary information will be 
disclosed. 

 
A. Routine disclosures that are automated and affect all records do not need to be 

specifically documented in the patient record.  Examples include electronic billing and 
immunization export to the public health immunization registry. 
 

B. Standard letters, forms, and reports to patients, physicians. and other treatment partners 
will be developed using the minimum necessary information.  Personal identifiers will be 
limited to those necessary to avoid misidentification.  For example, letters to patients will 
not include SSN or Date of Birth. 
 

C. Documentation of letters, forms, and reports will be made in the patient record.  This 
includes a copy of the letter, form, or report or documentation of the date, purpose, entity 
receiving, information sent, and identity of staff making the disclosure. 
 

D. All other disclosures will be documented in the patient record and the forms requesting 
and authorizing the disclosures will be scanned and/or filed for easy retrieval. 
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VERIFICATION OF INDIVIDUAL’S IDENTITY 

POLICY: 
Before making any permitted disclosures of PHI, the City agency shall verify the identity and authority 
of the person requesting the PHI. If the agency knows the person making the request, additional 
verification of his/her identity is not required. 
 

PROCEDURES: 
 

I. Verifying an Individual’s Identity 
The City agency must take reasonable steps to verify the identity of an individual requesting 
access, use, or disclosure of his/her PHI when the person is not known to them. No particular 
identification requirements are mandated. Examples of appropriate identification include 
photographic identification card, driver’s license, photo ID, government identification card or 
badge, and appropriate documentation on government letterhead. Current practices of sending 
the information to a recognizable organizational address or, if faxing or phoning information, by 
calling the requester back through the main organization switchboard rather than through a direct 
phone number, are sufficient to meet these requirements. 

 
II. Verifying the Identity and Authority of a Person who requests PHI on behalf of an 

individual 
The City agency must take reasonable steps to verify the identity and authority of any person 
requesting PHI on behalf of another individual. Examples of appropriate authority include, if 
reasonable for the situation, identification as parent, guardian, or executor, power of attorney, or 
other evidence of appropriate relationship with the individual, a warrant, subpoena, order, or 
other legal process issued by a grand jury or a court or administrative tribunal. 

 
III. Documentation 

The agency staff shall document verification of the identity and authority of a person or entity 
before granting access to or disclosing PHI. 
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PRIVACY COMPLAINTS AND INQUIRIES 
 

POLICY: 
Individuals (both internal and external to the City of Lincoln) have the right to file a complaint regarding 
the City’s Privacy Policies and Procedures or the Privacy Rules.  Individuals have the right to file the 
complaint either directly with the City Privacy Officer or with the Secretary of Health and Human 
Services.  The City must cooperate with investigations by the Secretary of Health and Human Services, 
including permitting access to information requested by an investigator. The City must receive and 
document complaints and their disposition, if any, and retain these records for six years. 
 

PROCEDURES: 
 

I. External Privacy Complaints and Inquiries 
Each complaint received by an outside agency or individual (not an employee of the City) must 
be documented and referred immediately to the City Privacy Officer for investigation. 
 
A. Complaints.  All complaints shall be submitted in writing to the City Privacy Officer. 

 
B. Investigation and Response.  The Privacy Officer will facilitate an investigation into each 

complaint.  Any response to the complaint shall be in writing and within thirty (30) days 
of receiving the complaint.  The Privacy Officer shall institute action to correct the 
matters complained of if corrective action is appropriate. 
 

II. Internal Privacy Complaints and Inquiries 
A member of the City workforce who suspects that these Privacy Policies and Procedures, the 
Privacy Rules or other applicable federal or state privacy law has been violated by another 
workforce member or by a business associate must report the suspicion to the City Privacy 
Officer in sufficient detail to permit the matter to be investigated and to prevent or mitigate any 
deleterious effects. Reports may be made anonymously. 

 
III. Sanctions 

City employees who violate our Privacy Policies and Procedures, the Privacy Rules, or other 
applicable federal or state privacy laws will be subject to disciplinary action, up to and including 
termination. 

 
IV. Mitigation 

The City will mitigate, to the extent reasonable and possible, any harmful effect of improper use 
or disclosure of protected health information (PHI) by our workforce or by our business 
associates in violation of these Privacy Policies and Procedures, the Privacy Rules, or other 
applicable federal or state privacy laws. 
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V. Policy Refraining from Waivers and Retaliatory Acts 
The City will not require an individual to waive any right under the Privacy Rules, including the 
right to complain to HHS, as a condition to providing claims payment, enrollment, or benefits 
eligibility for the individual. Any City employee who attempts to intimidate, threaten, coerce, 
discriminate, or retaliate against an individual who exercises any right, including filing 
complaints, under the Privacy Rules, will be disciplined as appropriate. 
 

VI. Documentation 
The City Privacy Officer shall retain copies of all complaints, investigations, responses, and 
documentation of any action taken for at least six years from the date it was created or from the 
date it was last in effect, whichever is later. 
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HIPAA DOCUMENTATION AND RECORD RETENTION 
 

POLICY: 
The City of Lincoln must document and maintain all HIPAA policies and procedures and any other 
communication, action, activity, or designation that must be documented under the Privacy Rule. 
Documentation may be maintained in electronic form or on paper. 
 

PROCEDURES: 
 
I. Documentation 

The City Privacy Officer will maintain, or cause to be maintained, the following in written or 
electronic form:   

 
A. City Privacy Policies and Procedures, approved forms, and each revision to same;  

 
B. City Notices of Privacy Practices and each revision to same; 

 
C. Documentation evidencing distribution of the Notices and each revision to same; 

 
D. Documentation evidencing designation of the City Privacy Officer and any delegation of 

duties and responsibilities to the Privacy Official’s designees; 
 

E. Each authorization;  
 

F. Each request from individuals for access, amendment, disclosure accounting, restriction, 
confidential communications, and all documentation relating to them;  
 

G. Each complaint and any material generated as a result of investigating and resolving the 
complaint; and  
 

H. Other documentation requested or required under these Privacy Policies and Procedures.  
 
II. Document Retention 

Each document shall be retained until six (6) years after its creation or its last effective date, 
whichever is later.  
 
Each agency will implement document retention practices within the agency consistent with 
these Privacy Policies and Procedures to ensure that the Privacy Officer, or his/her designee, 
receives the original of each document required by these Privacy Policies and Procedures.  
 
Each agency shall retain a copy of each such document as may meet the department’s needs or 
convenience in performing its functions for the City. 

 
III. Changes in Law 
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The City must promptly amend these Privacy Policies and Procedures as necessary and 
appropriate to comply with each change in the Privacy Rules or applicable federal or state 
privacy laws.   
 
The City must promptly make appropriate revisions to its Notice of Privacy Practices whenever 
the change in law materially affects the accuracy of the Notice’s content, and distribute our 
revised Notice to our then subscribers and enrollees within 60 days after the effective date of the 
change in law. 
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PERSONAL REPRESENTATIVES 
 

POLICY: 
Except as otherwise provided herein, upon verification that an individual has been authorized to act as 
the personal representative of an individual, the City agency shall treat the personal representative as the 
individual with respect to the use and disclosure of his/her protected health information (PHI) as well as 
individual rights under the Privacy Rules. 
 

PROCEDURES: 
I. Personal Representatives Access to PHI 

A. Mandatory Disclosure 
 
When a personal representative asks the City agency for access to information or an 
accounting of disclosures, the City agency must disclose this information unless an 
exception to disclosure exists. 
 

B. Adults and Emancipated Minors 
If a person has authority to act on behalf of an individual who is an adult or an 
emancipated minor in making decisions related to health care, the agency must treat such 
person as a personal representative with respect to PHI relevant to such personal 
representation unless an exception to disclosure exists. 
 

C. Unemancipated Minors  
If a parent, guardian, or other person acting in the place of a parent has authority to act on 
behalf of an individual who is an unemancipated minor in making decisions related to 
health care, the agency must treat such person as a personal representative, with respect 
to PHI relevant to such personal representation subject to the following exceptions.   

 
1. When State or other law, does not require the consent of the parent before a minor 

can obtain a particular health care service and the minor consents to the health 
care service;   
 

2. When a court determines or other law authorizes someone other than the parent to 
make the treatment decision for the minor; or  
 

3. A parent, guardian, or other person acting in the place of a parent agrees to an 
agreement of confidentiality between a health care provider and the minor. 

 
II. Deceased Individuals 

If, under applicable law, an executor, administrator, or other person has authority to act on behalf 
of a deceased individual or of the individual's estate, the City agency must treat such person as a 
personal representative, with respect to PHI relevant to such personal representation. 
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III. Abuse, Neglect, Endangerment Situations  
The City agency may decide not to treat a person as the personal representative of an individual 
if it has a reasonable belief that:   
 
A. The individual has been or may be subjected to domestic violence, abuse, or neglect by 

such person; or  
 

B. Treating such person as the personal representative could endanger the individual and the 
City agency, in the exercise of professional judgment, decides that it is not in the best 
interest of the individual to treat the person as the individual’s personal representative. 

 



31 |  
 

SUBPOENAS 

POLICY: 
Except as otherwise limited by State law, a City agency may disclose PHI pursuant to subpoenas, 
discovery requests, or other civil process only after obtaining “satisfactory assurances” that the 
requesting party has made a reasonable effort to provide written notice of the request to the individual or 
to obtain a “qualified protection order.” 
 
Disclosures pursuant to subpoenas, discovery requests, or other civil process are subject to the 
“minimum necessary” standard. 

PROCEDURES: 
I. Response to Subpoenas and Discovery Requests  

The City Attorney’s Office shall be contacted immediately upon a City agency being served with 
a subpoena, search warrant, discovery request or other civil process. The City Attorney’s Office 
will coordinate a response to the document. This includes subpoenas or summons to testify, as 
well as subpoenas or other discovery requests for documents. 
 

II. Satisfactory Assurances  
Satisfactory Assurances means a written declaration and documentation of the following:   
 
A. A good faith effort to provide the individual with written notice sufficient to permit the 

individual to raise objections to the disclosure of his/her PHI;  
 

B. The individual’s failure to raise a timely objection following notice; or  
 

C. The resolution of the individual’s objection by the court or other tribunal.  
 
The written assurances will be deemed satisfactory under the regulations if, together with 
accompanying documentation, they demonstrate that the parties agreed to or are seeking a 
qualified protection order from a court. 
 

III. Qualified Protection order 
A “qualified protection order” is an order or stipulation by the parties to the action prohibiting 
the parties from using or disclosing the health information for any purpose other than the case or 
proceeding for which it was requested. 
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DISCLOSURES TO LAW ENFORCEMENT OFFICIALS 

POLICY: 
A City agency may disclose an individual’s PHI to law enforcement officials without the individual’s 
authorization only in specific circumstances. “Law enforcement” includes any governmental agency or 
official authorized to investigate, prosecute or conduct an inquiry into a potential violation of law. 
 

PROCEDURES 
I. Requests for PHI by Law Enforcement Agencies Outside the City 

When possible, all requests for PHI by law enforcement shall be in writing and shall include 
appropriate documentation. All disclosures of PHI made to law enforcement shall be 
documented. The City agency shall use reasonable means to confirm the identity and authority of 
the law enforcement official requesting the disclosure of information. 

 
II. Circumstances Permitting Disclosure to Law Enforcement  

A. Legal Process.  Except as may be restricted by state law, the City agency may disclose 
PHI to law enforcement officials pursuant to legal process. Legal process is a formal 
written demand or request from a judicial or enforcement agency. It includes documents 
such as a court order, a court ordered warrant, a subpoena or summons issued by a court 
officer, a grand jury subpoena, or an administrative subpoena. 

 
B. Required by Law:  Except as may be restricted by state law, the City agency may disclose 

PHI to law enforcement where the disclosure is required by state or federal laws. For 
example, the agency may be required to report child or vulnerable adult abuse or neglect. 
 

C. For Identification or Location:  Except as may be restricted by state law, the City agency 
may provide limited identifying information in response to a request from law 
enforcement for assistance in identifying or locating fugitives, suspects, witnesses, or 
missing persons. 
 

D. Crime Victims:  Except as may be restricted by state law, the City agency may disclose 
PHI concerning an actual or suspected victim of a crime in response to law enforcement 
request in two circumstances:   
 
1. The individual agrees to the disclosure; or  

 
2. The individual’s agreement cannot be obtained due to incapacity or emergency 

circumstances, and a law enforcement official represents that:  
a) The information is needed to determine if someone other than the 

individual has committed a crime and such information will not be used 
against the individual;  
 

b) The need for the information is acute and without it law enforcement 
efforts will be adversely affected; and  
 

c) The City agency determines in the exercise of professional judgment that 
disclosure is in the best interests of the individual. 
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E. Decedents:  Except as may be restricted by state law, the City agency may contact law 

enforcement officials about the death of an individual and provide PHI concerning such 
individual, if it suspects the death may have resulted from criminal conduct. 
 

F. Crime on the Premises:  Except as may be restricted by state law, the City agency may 
disclose to law enforcement PHI that it believes in good faith to be evidence of a crime 
committed on its premises. 
 

G. Off-site Emergencies:  Except as may be restricted by state law, if the City agency is 
rendering emergency services off its premises, it may disclose PHI to the extent 
necessary to alert law enforcement to the commission, nature, or location of a crime or 
crime victim, and the identity, description, and location of the perpetrator. 
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CITATIONS BY POLICY 

NOTICE OF PRIVACY PRACTICES 
• §164.502(i) – Uses and disclosures must be consistent with individuals’ right to notice 
• §164.520(a)(1) - Individuals’ right to notice 
• §164.520(a)(2) - Exception for certain group health plans 
• §164.520(b) - Contents of notice 
• §164.520(c) - Deadlines for notice 

PATIENT ACCESS TO INFORMATION 
• §164.524 – Access of individuals to PHI 
• Preamble, pg. 82554-8 – Access of individuals to PHI 
• Preamble, pg. 82731, and 82485 – Specifics regarding clinical lab exemptions and state laws that 

preempt this exemption 
• Preamble, pg. 84554-55 – Restriction of an inmate’s access to PHI  
• 175 NAC, Chapter 12, Skilled Nursing Facilities 
• Nebraska Revised Statute, 71-8404-8405 

USE AND DISCLOSURE OF PATIENT HEALTH INFORMATION 
• §164.506(a) - Discusses the standards for consents and how consents differ from authorizations 
• §164.508(a) – Standard for requirements and exceptions for authorizations 
• §164.508(b) – Implementation specifications for authorizations 
• §164.508(c) – Core elements and requirements 
• §164.508(d) – Specifications for an entity’s own uses and disclosure 
• §164.508(e) – Specifications for an entity’s disclosure to others 
• §164.508(f) – Specifications for research and treatment 
• §164.520 – Requirements for plain English language 
• §164.512 – Defines the uses and disclosures for which consent, an authorization, or opportunity 

to agree or object is not required 
• Preamble, pg, 82509-11 – Discussion of consents and the differences in consent and 

authorization 
• Preamble, pg. 82513-21 – Discussion of authorizations 

ACCOUNTING FOR DISCLOSURES 
• §164.508 – Uses and Disclosures for which Authorization is required 
• §164.512 – Uses and Disclosures for Which Consent, an Opportunity to Agree or Object is Not 

Required 
• §164.528 – Accounting of Disclosures of PHI 
• §164.530 (j) – Documentation Requirements 

 

REQUESTS TO AMEND HEALTH INFORMATION 
• §164.526 – Amendment of PHI 
• §164.524(a)(2)&(3) – Unreviewable and reviewable grounds for denial 
• Preamble, pg. 82558 – Amendment of PHI 
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REQUESTS TO RESTRICT USE AND DISCLOSURES OF PATIENT HEALTH 
INFORMATION 

• §164.522(a) – Rights to request privacy protection for protected health information – Standard: 
right of an individual to request restriction of uses and disclosures. 

• Preamble, pg. 82552-3 – Discussion of §164.522(a) 
• Preamble, pg. 82726-30 – Discussion of comments regarding §164.522(a) 

REQUESTS FOR CONFIDENTIAL COMMUNICATIONS 
• §164.522(b) Rights to protect privacy protection for PHI. 
• §164.502(h) Uses and disclosures of PHI. 

BUSINESS ASSOCIATES 
• §160.103 Definition of “business associate” 
• §164.504(e)(1)(ii)(A Requirements for disclosures to associates 
• §164.504(e)(1)(ii)(B) Exception for disclosures to group plan sponsor 
• §164.504(e)(2) Contents of associate contracts 
• §164.504(e)(1)(ii) Responsibility for associate’s activities 

MINIMUM NECESSARY 
• §164.502(b) – Uses and disclosures of protected health information:  General rules – Standard: 

minimum necessary 
• §164.514(d) – Other requirements relating to uses and disclosures of protected health 

information: Standard – minimum necessary requirements 
• Preamble, pg. 82499 and 82712 – 82716 – Discussion of comments on Minimum Necessary 
• Preamble, pg. 82543- 45 – Discussion of Minimum Necessary 

VERIFICATION OF INDIVIDUAL’S IDENTITY 
• §164.514(h) – Other Procedural Requirements Relating to Uses and Disclosures of Protected 

Health Information – Standard: Verification requirements 
• Preamble, pg. 82546-7 and pg. 82718-20 – Discussion of verification of identity and authority of 

persons requesting PHI 

PRIVACY COMPLAINTS AND INQUIRIES 
• §160.306 – Complaints to the Secretary 
• §160.310 (b) – Responsibilities of covered entities to cooperate with complaint investigations 

and compliance review 
• §160.312 – Secretarial action regarding complaints and compliance reviews 
• §164.530 (d) – Administrative requirements – Standard: Complaints to the covered entity 
• §164.530 (a)(1)(ii) – Administrative requirements – Standard: Personnel designations 
• §164.530 (g) – Administrative requirements – Standard: Refraining from intimidating or 

retaliatory action 
• §164.520 (b)(vi) – Notice of privacy practices – Complaints 
• §164.524 (d)(2)(iii) – Access of individuals to protected health information – Implementation 

specifications: Denial of access 
• §164.526 (d)(iv) – Amendment of protected health information – Implementation specifications: 

Denial of amendment 
• Preamble, pg. 82487 – Process of filing a complaint 
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• Preamble, pg. 82505 – Complaints against a business associate 
• Preamble, pg. 82550 – Complaints about privacy practices 
• Preamble, pg. 82556-7 – Review of a Denial of Access 
• Preamble, pg. 82562 – Complaints to the Covered Entity 
• Preamble, pg. 82600-1 – Process for filing complaints 
• Preamble, pg. 82746-7 – Complaints to the Covered Entity and retention of complaint records, 

staffing requirements 
• Preamble, p. 82783– Internal Complaints – Receiving, Documenting, and Responding to 

Complaint 

HIPAA DOCUMENTATION AND RECORD RETENTION 
• §164.508 - Uses and disclosures for which an authorization is required 
• §164.512(i) - Uses and Disclosures for Research Purposes: Documentation Requirements of IRB 
• §164.520(e) - Notice of Privacy Practices for protected health information – Implementation 

specifications: documentation 
• §164.522 - Rights to request privacy protection for protected health information 
• §164.524(e) - Access of individuals to protected health information – Implementation  

specification: documentation 
• §164.526(f) - Amendment of protected health information – Implementation specification: 

documentation 
• §164.528(d) - Accounting of disclosures of protected health information – Implementation 

specification: documentation 
• §164.530(j) - Administrative requirements – Standard: documentation 
• Preamble, pg. 82498 – Each entity must assess its own needs 
• Preamble, pg. 82517 – Items required in Authorization Requests 
• Preamble, pg. 82535-6 – Documentation Requirements of Internal Review Board 

PERSONAL REPRESENTATIVES 
• §164.502(g) – Uses and disclosures of protected health information: general rules – Standard: 

personal representatives 
• §164.524 – Access of individuals to protected health information 
• §164.528 – Accounting of disclosures of protected health information 
• §164.510(b) – Uses and disclosures requiring an opportunity for the individual to agree or to 

object – Standard: uses and disclosures for involvement in the individual’s care and notification 
purposes 

• Preamble, pg. 82500 and 82633 - 82634 – Discussion of §164.502(g) 
• Preamble, pg. 82544 and 82731 – Discussion of §164.524 
• Preamble, pg. 82599 and 82739 – Discussion of §164.528 
• Preamble, pg. 82522 and 82633 – Discussion of §164.510(b   
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